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A B S T R A K 

Y a n g m e n j a d i p e r m a s a l a h a n a d a l a h : 
1. B a g a i m a n a k a h k e b i j a k a n f o r m u l a s i h u k u m p i d a n a t e r h a d a p t i n d a k p i d a n a 

t e k n o l o g i i n f o r m a s i 
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k e p u s t a k a a n {library research) d e n g a n c a r a m e n g k a j i : 
a . B a h a n h u k u m p r i m e r , y a i t u b a h a n h u k u m y a n g b e r s i f a t m e n g i k a t 

s e p e r t i u n d a n g - u n d a n g , p e r a t u r a n p e m e r i n t a h , d a n s e m u a k e t e n t u a n 
p e r a t u r a n y a n g b e r l a k u 

b . B a h a n h u k u m s e k u n d e r , y a i t u b a h a n h u k u m s e p e r t i h i p o t e s a , p e n d a p a t 
p a r a a h l i m a u p u n p e n e l i t i t e r d a h u l u , y a n g s e j a l a n d e n g a n p e r m a s a l a h a n 
d a l a m s k r i p s i i n i 

c . B a h a n h u k u m t e r s i e r , y a i t u b a h a n h u k u m y a n g m e u j e l a s k a n b a h a n 
h u k u m p r i m e r d a n b a h a n h u k u m s e k u n d e r s e p e r t i k a m u s b a h a s a , 
e n s i k i o p e d i a , d a n l a i n n y a . 

T e k n i k p c n g o l a h a n d a t a 
Se te l^ah d a t a t e r k u m p u l , m a k a d a t a t e r s e b u t d i o l a h g u n a m e n d a p a t k a n d a t a 

y a n g t e r b a i k . D a l a m p e n g o l a h a n d a t a t e r s e b u t , p e n u l i s m e l a k u k a n k e g i a t a n 
e d i t i n g , y a i t u d a t a y a n g d i p e r o l e h d i p e r i k s a d a d i t e l i t i l a g i m e n g e n a i k e l e n g k a p a n , 
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A n a l i s a d a t a 
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m e n g k a j i a s p e k - a s p e k normatif a t a u yuridis m e l a l u i m e t o d e y a n g b e r s i f a t 
deskriptif analitis y a n g m e n g u r a i k a n g a m b a r a n d a r i d a t a y a n g d i p e r o l e h d a n 

iv 
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BAB. I 

PENDAHULUAN 

A. Latar Belakang 

P a d a a w a l s e j a r a h , m a n u s i a b e i t u k a r i n f o r m a s i m e l a l u i b a h a s a . M a k a 

b a h a s a a d a l a h t e k n o l o g i . B a h a s a m e m u n g k i n k a n s e s e o r a n g m e m a h a m i i n f o r m a s i 

y a n g d i s a m p a i k a n o l e h o r a n g l a i n . T e t a p i b a h a s a y a n g d i s a m p a i k a n d a r i m u l u t k e 

m u l u t h a n y a b e r t a h a n s e b e n t a r s a j a , y a i t u h a n y a p a d a s a a t s i p e n g i r i m 

m e n y a m p a i k a n i n f o r m a s i m e l a l u i u c a p a n n y a i t u s a j a . S e t e l a h u c a p a n i t u s e l e s a i , 

m a k a i n f o r m a s i y a n g b e r a d a d i t a n g a n s i p e n e r i m a i t u a k a n d i u p a k a n d a n t i d a k 

b i s a d i s i m p a n l a m a . S e l a i n i t u j a n g k a u a n s u a r a j u g a t e r b a t a s . U n t u k j a r a k t e r t e n t u , 

m e s k i p u n m a s i h t e r d e n g a r , i n f o r m a s i y a n g d i s a m p a i k a n l e w a t b a h a s a s u a r a a k a n 

t e r d e g r a d a s i b a h k a n h i l a n g s a m a s e k a l i . 

P e n e m u a n l e k n o i o g i e i e k t r o n i k s e p e r t i r a d i o , t v , k o m p u t e r m e n g a k i b a t k a n 

i n f o r m a s i m e n j a d i l e b i h c e p a t t e r s e b a r d i a r e a y a n g l e b i h l u a s d a n l e b i h l a m a 

t e r s i m p a n . D a l a m p e r k e m b a n g n n y a , k o l a b o r a s i a n t a r a p e n e m u a n k o m p u t e r d a n 

p e n y e b a r i n f o r m a s i m e l a l u i k o m p u t e r m e l a h i r k a n a p a y a n g d i k e n a l d e n g a n i s t i l a h 

internet {internconnected n e r w o r ^ - j a r i n g a n y a n g s a l i n g t e r h u b u n g ) . 

R e v o l u s i t e r s e b u t t i d a k d a p a t d i p u n g k i r i m e n j a d i u j u n g t o m b a k e r a 

g l o b a l i s a s i y a n g k i n i m e l a n d a h a m p i r s e l u r u h d u n i a . A p a y a n g d i s e b u t d e n g a n 

g l o b a l i s a s i p a d a d a s a m y a b e r m u l a d a r i a b a d k e - 2 0 , y a k n i p a d a s a a t t e r j a d i 

r e v o l u s i t r a n s p o r t a s i d a n e i e k t r o n i k y a n g m e n y e b a r l u a s k a n d a n m e m p e r c e p a t 
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p e r d a g a n g a n a n t a r b a n g s a , d i s a r n p i n g p c r l a m b a h a n d a n k e c c p a t a n l a l u l i n t a s 

b a r a n g d a n j a s a . 

P r o s e s g l o b a l i s a s i t e r s e b u t m e l a h i r k a n f e n o m e n a y a n g m e n g u b a h m o d e l 

k o m u n i k a s i k o n v e n s i o n a l d e n g a n m e l a h i r k a n k e n y a t a a n d a l a m d u n i a m a y a 

(virtual reality) y a n g d i k e n a l s e k a r a n g i n i d e n g a n internet. Internet b e r k e m b a n g 

d e m i k i a n p e s a t s e b a g a i k u l t u r m a s y a r a k a t m o d e m , d i k a t a k a n s e b a g a i k u l t u r 

k a r e n a m e l a l u i internet b e r b a g a i a k t i f i t a s m a s y a r a k a t cyber s e p e r t i b e r p i k i r , 

b e r k r e a s i , d a n b e r t i n d a k d a p a t d e k s p r e s i k a n d i d a l a m n y a , k a p a n p u n d a n 

d i m a n a p u n . K e h a d i r a n n y a t e l a h m e b e n t u k d u n i a t e r s e n d i r i y a n g d i k e n a l d e n g a n 

d u n i a m a y a (cyberspace) a t a u d u n i a s e m u y a i t u s e b u a h d u n i a k o m u n i k a s i b e r b a s i s 

k o m p u t e r y a n g m e n a w a r k a n r e a l i t a s y a n g b a r u b e r e n t u k virtual ( t i d a k l a n g s u n g 

d a n t i d a k n y a t a ) . ' 

K o m u n i t a s m a s y a r a k a t y a n g i k u t b e r g a b u n g d i d a l a m n y a p u n k i a n h a r i 

s e m a k i n m e n i n g k a t . K e c e n d e r u n g a n m a s y a r a k a t u n t u k b e r k o n s e n t r a s i d a l a m 

cyberspace m e r u p a k a n b u k t i b a h w a internet t e l a h m e m b a w a k e m u d a h a n -

k e m u d a h a n b a g i m a s y a r a k a t . B a g i s e b a g i a n o r a n g m u n c u l n y a f e n o m e n a i n i t e l a h 

m e n g u b a h p e r i l a k u m a n u s i a d a l a m b e r i n t e r a k s i d e n g a n m a n u s i a l a i n , b a i k s e c a r a 

i n d i v i d u a l m a u p u n s e c a r a k e l o m p o k . D i s a m p i n g i t u , k e m a j u a n t e k n l o g i t e n t u n y a 

a k a n b e r j a l a n b e r s a m a d e n g a n m u n c u l n y a p e r u b a h a n - p e r u b a h a n d i b i d a n g 

k e m a s y a r a k a t a n . ^ 

'Agus Rahardjo, Cybercrime P e m a h a m a n D a n Upaya Pencegahan K e j a h a t a n 
Berteknologi, Citra Adtya Bakti, Bandung, 2002, him. 20 
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S e b a g a i m a n a d i k a t a k a n S a t j i p t o R a h a r j o , ^ b a n y a k a l a s a n y a n g d a p a t 

d i k e m u k a k a n s e b a g a i p e n y e b a b t i m b u l n y a s u a t u p e r u b a h a n d i d a l a m m a s y a r a k a t 

t e t a p i p e r u b a h a n d a l a m p e n e r a p a n h a s i l - h a s i l t e k n o l o g i m o d e m d e w a s a i n i b a n y a k 

d i s e b u t - s e b u t s e b a g a i s a l a h s a t u s e b a b b a g i t c r j a d i n y a p e m b a h a n s o s i a l . 

P e r u b a h a n - p e r u b a h a n t e r s e b u t d a p a t m e n g e n a i n l a i - n i l a i s o s i a l , p o l a - p o l a 

p e r i k e l a k u a n , o r g a n i s a s i , s u s u n a n l e m b a g a - l e m b a g a m a s y a r a k a t d a n w e w e n a n g 

i n t e r a k s i s o s i a l d a n l a i n s e b a g a i n y a . 

K e m a j u a n t e k n o l o g i i n f o r m a s i k h u s u s n y a m e d i a internet, d i r a s a k a n 

b a n y a k m e m b e r i k a n m a n f a a t s e p e r t i d a r i s e g i k e a m a n a n , k e n y a m a n a n d a n 

k e c e p a t a n . C o n t o h s e d e r h a n a , d e n g a n d i p e r g u n a k a n internet s e b a g a s a r a n a 

p e n d u k u n g d a l a m p e m e s a n a n / r e s e r v a s i t i k e t ( p e s a w a t t e r b a n g , k e r e t a a p i ) , h o t e l , 

p e m b a y a a n t a g h a n t e l e p o n , l i s t r i k , t e l a h m e m b u a t k o n s u m e n s e m a k i n n y a m a n d a n 

a m a n d a l a m m c j a l a n k a n a k t i v i t a s n y a . K e c e p a t a n m e l a k u k a n t r a n s a k s i p e r b a n k a n 

m e l a l u i e-hanking, m e m a n f a a t k a n e-commerce u n t u k m e m p e r m u d a h m e l a k u k a n 

p e m b c l i a n d a n p e n j u a l a n s u a t u b a r a n g s e r t a m e n g g u n a k a n e-library d a n e-

learning u n t u k m e n c a r i r e f e r e n s i a t a u i n f o r m a s i i l m u p e n g e t a h u a n y a n g d i l a k u k a n 

s e c a r a on line k a r e n a d i j e m b a t a n i o l e h t e k n o l o g i internet b a i k m e l a l u i k o m p u t e r 

a t a u p u n hand phone. 

P e m a n f a a t a n t e k n o l o g i internet j u g a t i d a k d a p a t d i p u n g k i r i m e m b a w a 

d a p a k n e g a t i f y a n g t i d a k k a l a h b a n y a k ^ J e n g a n m a n f a a t p o s i t i f y a n g a d a . Internet 

m e m b u a t k e j a h a t a n y a n g s e l a m a i n i b e r s i f a t k o n v e n s i o n a l s e p e r t i p e n g a n c a m a n , 

p e n c u r i a n , p e n c e m a r a n n a m a b a i k , p o m o g r a f i , p e r j u a d i a n p e n i p u a n h i n g g a t i n d a k 

^Satjipto Rahardjo, H u k u m D a n M a s y a r a k a t , Angkasa, Bandung, 1980, him. 96 
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p i d a n a t e r o r i s m e k i n i m e l a l u i m e d i a internet b e b e r a p a j e n i s t i n d a k p i d a n a t e r s e b u t 

d a p a t d i l a k u k a n s e c a r a on line o l e h i n d i v i d u m a u p u n k e l o m p o k d e n g a n r e s i k o 

t e r t a n g k a p y a n g s a n g a t k e c i l d e n g a a k i b a t k e r u g i a n y a n g l e b i h b e s a r b a i k u n t u k 

m a s y a r a k a t m a u p u n n e g a r a . 

P e r k e m b a n g a n t e k n l o g i i n f r m a s i y a n g d e m i k i a n p e s a t n y a h a r u s l a h 

d i a n t i s i p a s i d e n g a n h u k u m y a n g m e n g a t u m y a . D a m p a k n e g a t i f t e r s e b u t h a r u s 

d i a n t i s i p a s i d a n d i t a n g g u l a n g i d e n g a n h u k u m y a n g t e r k a i t k e j a h a t a n t e k n o l o g i 

i n f o r m a s i d a n k o m u n i k a s i . S e c a r a i n t e m a s i o a n a l h u k u m y a n g t e r k a i t k e j a h a t a n 

t e k n o l o g i i n f o r m a s i d i g u n a k a n a d a l a h h u k u m t e g n l o g i i n f o r m a s i (law of 

information technology), h u k u m d u n i a m a y a (virtual world law) d a n h u k u m 

m a y a n t a r a . S e j a l a n d e n g a n i s t i l a h t e r s e b u t B a r d a N a w a w i A r i e f m e n y a t a k a n : ^ 

t i n d a k p i d a n a m a y a n t a r a , i d e n t i k d e n g a n t i n d a k p i d a n a d i r u a n g s i b e r (cyber 

space) a t a u y a n g b i a s a j u g a d i k e n a l d e n g a n cybercrime. 

S e h u b u n g a n d e n g a n t i n d a k p i d a n a d i d u n i a m a y a y a n g t e r u s b e r k e m b a n g 

p e m e r i n t a h t e l a h m e l a k u k a n k e b i j a k a n d e n g a n t e r b i t n y a U n d a n g - i m d a n g N o . 1 1 

t a h u n 2 0 0 8 t e n t a n g I n f o r m a s i d a n T r a n s a k s i E i e k t r o n i k ( U U I T E ) y a n g 

d i i m d a n g k a n p a d a t a n g g a l 2 1 A p r i l 2 0 0 8 . U n d a n g - u n d a n g I T E m e r u p a k a n p a y u n g 

h u k u m p e r t a m a y a n g m e n g a t u r k h u s u s t e r h a d a p d u n i a m a y a (cyber law) d i 

I n d o n e s i a . 

\ B e r b a g a i k o m e n t a r d i m e d i a t e l e v i s i , s u r a t k a b a r , m a j a l a h m a u p u n 

k o m u n i t a s d u n i a m a y a b e r m u n c u l a n t e r h a d a p k e l u a m y a U U I T E . P a d a s a a t 

s e m i n a r d a n s o s i a l i s a s i U n d a n g - u n d a n g I n f o r m a s i d a n T r a n s a k s i E i e k t r o n i k y a n g 

•"Barda Nawawi Arief, S a r i K u l i a h Perbandingan Hkum P i d a n a , Raja Grafindo Persada, 
Jakarta, 2006, him. 268 
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d i a d a k a n B E M F i s i k o m U n i v e r s i t a s I n d n e s i a , b e b e r a p a m a s a a h y a n g d i a n g k a t 

o l e h p a r a p e s e r t a s e m i n a r s e p e r t i p a s a l t e n t a n g p e n g h i n a a n d a n p e n c e m a r a n n a m a 

b a i k y a n g d i a n g g a p m e m b e l e n g g u k e b e b a s a n b e r e k s p r e s i , p a s a l m e n g e n a i 

p o m o g r a f i , k e s i a p a a p a r a t s e r t a b e l u m t e i m u a t n y a a t u r a n t e r h a d a p spamming, 

w«r/w j u g a v i r u s k o m p u t e r d i d a l a m u n d a n g - u n d a n g t e r s e b u t . 

O p i n i y a n g b e r s i f a t p r o m a u p u n k o n t r a t e r h a d a p p e m i d a n a a n d i d u n i a 

m a y a m e m a n g w a j a r d a l a m i k l i m d e m o k r a s i s e r t a k e b e b a s a n b e r p e n d a p a t 

s e k a r a n g i n i . P e m i d a n a a n t e r h a d a p l a r a n g a n - l a r a n g a n d i d a l a m U U I T E 

d i k a r e n a k a n k e g i a t a n d i a l a m m a y a (cyber) m e s k i p u n b c r s i f a t v i r t u a l t e t a p i 

d i k a t a g o r i k a n s e b a g a i t i n d a k a n d a n p e r b u a t a n h u k u m y a n g n y a t a . S e c a r a y u r i d i s 

u n t u k r u a n g s i b e r s u d a h t i d a k p a d a t e m p a t n y a l a g i u n t u k m e n g k a t a g o r i k a n s e s u a t u 

d e n g a n u k u r a n d a n k u a l i t a s k o n v e n s i o n a l u n t u k d a p a t d i j a d i k a n o b y e k d a n 

p e r b u a t a n , s e b a b j i k a c a r a i n i y a n g d i t e m p u h a k a n t e r l a l u b a n y a k k e s u l i t a n d a n 

h a l - h a l y a n g l o l o s d a r i j e r a t h u k u m . K e g i a t a n cyber a d a l a h k e g i a t a n v i r t u a l t e t a p i 

b e r d a m p a k s a n g a t n y a t a m e s k i p u n a i a t b u t i b e r s i f a t e i e k t r o n i k , d e n g a n d e m i k i a n 

s u b y e k p e l a k u n y a h a r u s d i k u a l i f i k a s i k a n p u l a s e b a g a i t e l a h m e l a k u k a n p e r b u a t a n 

h u k u m s e c a r a n y a t a . 

M e n u r u t B a r d a N a w a w i A r e i f , k e b i j a k a n k r i m i n a l m e r u p a k a n s u a t u 

k e b i j a k a n d a l a m m e n e t a p k a n s u a t u p e r b u a t a n y a n g s e m u l a b u k a n t i n d a k p i d a n a 

( t i d a k d i p i d a n a ) . J a d i p a d a h a k e k a t n y a , k e b i j a k a n k r i m n a l i s a s i t e r h a d a p t i n d a k 

p i d a n a t e k n o l o g i i n f o r m a s i m e r u p a k a n b a g i a n d a r i k e b i j a k a n k r i m i n a l (criminal 

policy) d e n g a n m e n g g u n a k a n s a r a n a h u k u m p i d a n a (penal) d a n o l e h k a r e n a i t u 

t e m a s u k b a g i a n d a r i " k e b i j a k a n h u k u m p i d a n a " (penal policy), k h u s u s n y a 
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k e b i j a k a n f o r m u l a s i n y a . S e l a n j u t n y a m e n u r u t B a r d a N a w a w i A r i e f k e b i j a k a n 

k r i m i n a l b u k a n s c k e d a r k e b i j a k a n m c n e t a p k a n / m e r u m u s k a n / m e m f o r m u l a s i k a n 

p e r b u a t a n a p a y a n g d a p a t d i p i d a n a ( t e r m a s u k s a n k s i p i d a n a n y a ) , m e i a i n k a n j u g a 

m e n c a k u p m a s a l a h b a g a i m a n a k e b i j a k a n f o r m u l a s i / l e g i s l a s i i t u d i s u s u n d a l a m 

s u a t u k e s a t u a n s i s t e m h u k u m p i d a n a ( k e b i j a k a n l e g i s l a t i f ) y a n g h a r m o n i s d a 

t e r p a d u . ' * 

B e r t o l a k d a r i p e n g e r t i a n d i a t a s m a k a u p a y a a t a u k e b i j a k a n u n t u k 

m e l a k u k a n p e n a n g g u l a n g a n t i n d a k p i d a n a d i b i d a n g t e k n o l o g i i n f o r m a s i y a n g 

d i l a k u k a n d e n g a n m e n g g u n a k a n "penaC ( h u k u m p i d a n a ) , m a k a d i b u t u h k a n k a j i a n 

t e r h a d a p m a t e r i / s u b s t a n s i (legal substance reform) t i n d a k p i d a n a t e k n o l o g i 

i n f o r m a s i s a a t i n i . D a l a m p e n a n g g u l a n g a n m e l a l u i h u k u m p i d a n a (penal policy) 

p e r l u d i p c r h a t i k a n b a g a i m a n a m e m f o r m u l a s i k a n ( k e b i j a k a n l e g i s t a t i f ) s u a t u 

p e r a t u r a n p e r u n d a n g - u n d a n g a n y a n g t e p a t u n t u k m c n a n g g u l a n g i t i n d a k p i d a n a d i 

b i d a n g t e k n o l o g i i n f o r m a s i p a d a m a s a y a n g a k a n d a t a n g , s e t a b a g a i m a n a 

m e n g a p l i k a s i k a n k e b i j a k a n l e g i s l a t i f ( k e b i j a k a n y u d i k a t i f / y u d i s i a l a t a u p e n e g a k a 

n u k u m p i d a n a in concrete) t e r s e b u t o l e h a p a r a t p e n e g a k h u k u m a t a u p e n g a d i l a n . 

B e r t i t i k t o l a k d a r i L a t a r b e l a k a n g t e r s e b u t d i a t a s , p e n u l i s m e r a s a t e r t a r i k 

u n t u k m e l a k u k a n p e n e l i t i a n l e b i h m e n d a l a m y a n g h a s i l n y a a k a n d i t u a n g k a n 

k e d a l a m t u l i s a n y a n g b e r b e n t u k s k r i p s i d e n g a n j u d u l : " K E B I J A K A N 

F O R M U L A S I H U K U M P I D A N A T E R H A D A P T I N D A K P I D A N A ^ 

T E K N O L O G I I N F O R M A S I " 

•"Barda Nawawi Arief, K a p i t a Selekta H u k u m P i d a n a , Citra Aditya Bakti, Bandung, 2003, 
him. 259 



7 

IT Permasalahan 

A d a p u n y a n g m e n j a d i p e r a s a l a h a n a d a l a h s e b a g a b e r i k u t : 

1. B a g a i m a n a k a h k e b i j a k a n f o r m u l a s i h u k u m p i d a n a t e r h a d a p t i n d a k p i d a n a 

t e k n o l o g i i n f o r m a s i ? 

2 . B a g a i m a n a k a h k e b i j a k a n p e n e g a k a n h u k u m d a l a m u p a y a p e n a n g g u l a n g a n 

t i n d a k p i d a n a t e k n o l o g i i n f o r m a s i ? 

C . Ruang Lingkup dan Tujuan 

R u a n g l i n g k u p p e n e l i t i a n t e r u t a m a d i t i t i k b e r a t k a n p a d a p e n e l u s u r a n 

t e r h a d a p k e b i j a k a n f o r m u l a s i h u k u m p i d a n a t e r h a d a p t i n d a k p i d a n a t e k n o l o g i 

i n f o r m a s i s a a t i n i d a n k e b i j a k a n p e n e g a k a n h u k u m d a l a m p e n a n g g u l a n g a n t i n d a k 

p i d a n a t e k n o l o g i i n f o r m a s i , t a n p a m e n u t u p k e m u n g k i n a n m e n y i n g g u n g p u l a h a l -

h a l l a i n y a n g a d a k a i t a n n y a . 

T u j u a n p e n e l i t i a n a d a l a h : 

1. U n t u k m e n g e t a h u i d a n m e n j c l a s k a n k e b i j a k a n f o r m u l a s i h u k u m p i d a n a 

t e r h a d a p t i n d a k p i d a n a t e k n o l o g i i n f o r m a s i s a t i n i . 

2 . U n t u k m e n g e t a h u i d a n m e m a h a m i k e b i j a k a n p e n e g a k a n h u k u m d a l a m 

u p a y a p e n a n g g u l a n g a n t i n d a k p i d a n a t e k n o l o g i i n f o r m a s i . 

H a s i l p e n e l i t i a n i n i d i p e r g u n a k a n u n t u k m e l e n g k a p i p e n g e t a h u a n t e o r i t i s 

y a n g d i p e r o l e h s e l a m a s t u d i d i F a k u l t a s H u k u m ^ U n i v e r s i t a s M u h a m m a d i y a h 

P a l e m b a n g d a n d i h a r a p k a n b e r m a n f a a t s e b a g a i t a m b a h a n i n f o r m a s i b a g i i l m u 

p e n g e t a h u a n , k h u s u s n y a h u k u m p i d a n a , s e k u l i g u s m e r u p a k a n s u m b a n g a n 

p e m i k i r a n y a n g d i p e r s e m b a h k a n k e p a d a a l a m a m a t e r . 
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D. Metode Penelitian 

S e l a r a s d e n g a n t u j u a n y a n g b e r m a k s u d m e n e l u s u r i p r i n s i p - p r n s i p h u k u m , 

l e r u t a m a y a n g b e r s a n g k u t p a u t d e n g a n k e b i j a k a n p e n a n g g u l a n g a n t i n d a k p i d a n a 

l e k n o i o g i i n f o r m a s i m e l a l u i h u k u m p i d a n a , m a k a j e n i s p e n e l i t i a n n y a a d a l a h 

p e n e l i t i a n h u k u m normatif y a n g b e r s i f a t deskriptif (mGnggamharkan) d a n t i d a k 

b e r m a k s u d u n t u k m e n g u j i h i p o t e s a . 

T e k n i k p e n g u m p u l a n d a t a 

T e k n i k p e n g u m p u l a d a t a s e k u n d e r d i t i t i k b e r a t k a n p a d a p e n e l i t i a n 

k e p u s t a k a a n (library research) d e n g a n c a r a m e n g k a j i : 

a . B a h a n h u k u m p r i m e r , y a i t u b a h a n h u k u m y a n g b e r s i f a t m e n g i k a t 

s e p e r t i u n d a n g - u n d a n g , p e r a t u r a n p e m e r i n t a h , d a n s e m u a k e t e n t u a n 

p e r a t u r a n y a n g b e r l a k u 

b . B a h a n h u k u m s e k u n d e r , y a i t u b a h a n h u k u m s e p e r t i h i p o t e s a , p e n d a p a t 

p a r a a h l i m a u p u n p e n e l i t i t e r d a h u l u , y a n g s e j a l a n d e n g a n p e r m a s a l a h a n 

d a l a m s k r i p s i i n i 

c . B a h a n h u k u m t e r s i e r , y a i t u b a h a n h u k u m y a n g m e n j e l a s k a n b a h a n 

h u k u m p r i m e r d a n b a l i a n h u k u m s e k u n d e r s e p e r t i k a m q s b a h a s a , 

e n s i k i o p e d i a , d a n l a i n n y a . 

T e k n i k p e n g l a h a n d a t a 

S e t e l a h d a t a ^ e r k u m p u l , m a k a d a t a t e r s e b u t d i o l a h g u n a m e n d a p a t k a n d a t a 

y a n g t e r b a i k . D a l a m p e n g o l a h a n d a t a t e r s e b u t , p e n u l i s m e l a k u k a n k e g i a t a n 

editing, y a i t u d a t a y a n g d i p e r o l e h d i p e r i k s a d a n d i t e l i t i l a g i m e n g e n a i k e l e n g k a p a n 

k e j e l a s a n d a n k e b e n a r a n n y a , s e h i n g g a t e r h i n d a r d a r i k e k u r a n g a n d a n k e s a l a h a n . 
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A n a l i s a d a t a 

A n a l i s a d a t a d i l a k u k a n s e c a r a kualitatif y a n g d i p e r g u n a k a n u n t u k 

m e n g k a j i a s p e k - a s p e k normatif a t a u yuridis m e l a l u i m e t o d e y a n g b e r s i f a t 

deskriptif analitis y a n g m e n g u r a i k a n g a m b a r a n d a r i d a t a y a n g d i p e r o l e h d a n 

m e n g h u b u n g k a n s a t u s a m a l a i n u n t u k m e n d a p a t k a n s u a t u k e s i m p u l a n y a n g 

b e r s i f a t u m u m . ^ 

£ . Sistematika Penulisan 

S e s u a i d e n g a n b u k u p e d o m a n p e n y u s u n a n s k r i p s i F a k u l t a s H u k u m 

U n i v e r s i t a s M u h a m m a d i y a h P a l e m b a n g , p e n u l i s a n s k r i p s i i n i s e c a r a k e s e l u r u h a n 

t e r s u s u n d a l a m 4 ( e m p a t ) b a b d e n g a n s i s t e m a t i k a s e b a g a i b e r i k u t : 

B a b . I . P e n d a h u l u a n , b e r i s i m e n g e n a i l a t a r b e l a k a n g , p e r m a s a l a h a n , r u a n g 

l i n g k u p d a n t u j u a n , m e t o d e p e n e l i t i a n , s e r t a s i s t e m a t i k a p e n u l i s a n 

B a b . I I . T i n j a u a n p u s t a k a , m e m a p a r k a n t i n j a u a n p u s t a k a y a n g m e n y a j i k a n 

m e n g e n a i p e n g e r t i a n d a n l a n d a s a n p e m a h a m a n k e b i j a k a n 

p s n a g g u l a n g a n k e j a h a t a n , t i n d a k p i d a n a t e k n o l o g i i n f o r m a t i k a , 

j - u r s d i k s i h u k u m p i d a n a d a l a m t i n d a k p i d a n a t e k n o l o g i i n f o r m a s i . 

B a b . I I I . P e m b a h a s a n , y a n g b e r i s i k a n p a p a r a n t e n t a n g h a s i l p e n e l i t i a s e c a r a 

k h u s u s m e n g u r a i k a n d a n m e n g a n a l i s a p e r m a s a l a h a n y a n g d i t e l i t i 

m e n g e n a i b a g a i m a n a k a h k e b i j a k a n f o r m u l a s i h u k u m p i d a n a t e r h a d a p 

t i n d a k p i d a n a t e g n o l o g i i n f o r m a s i s a a t i n i d a n j u g a m e n g e n a i 

'Bambang Sunggono, Metode P e n e l i t i a n H u k u m , Raja Grafindo Persada, Jakarta, 1997, 
him. 129 
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b a g a i m a n a k a h k e b i j a k a n p e n e g a k a n h u k u m d a l a m u p a y a 

p e n a n g g u l a n g a n t i n d a k p i d a n a t e k n o l o g i i n f o r m a s i . 

B a b . I V . P e n u t u p , p a d a b a g i a n p e n u t u p i n i m e r u p a k a n a k h i r p e m b a h a s a n s k r i p s i 

i n i y a n g d i f o r m a t d a l a m k e s i m p u l a n d a n s a r a n - s a r a n . 



BAB. I I 

TINJAUAN PUSTAKA 

A. Pengertian dan Landasan Pemahaman Kebijakan Penanggulangan 

Kejahatan 

H a k e k a t p e m b a n g u n a n n a s i o n a l a d a l a h p e m b a n g u n a n b e r t u j u a n u n t u k 

m e w u j u d k a n m a n u s i a I n d o n e s i a s e u t u h n y a d a n m a s y a r a k a t I n d o n e s i a s e l u r u h n y a 

u n t u k m e n c a p a i m a s y a r a k a t a d i l , m a k m u r d a n s e j a k t e r a m e r a t a m a t e r i i l d a n 

s p i r i t u i l b e r d a s a r k a n P a n c a s i l a d a n U U D 1 9 4 5 . S a l a h s a t u b a g i a n p e m b a n g u n a n 

n a s i o n a l a d a l a h p e m b a n g u n a n d i b i d a n g h u k u m , y a n g d i k e n a l d e n g a n i s t i l a h 

p e m b a h a r u a n h u k u m (law reform). P e m b a h a r u a n h u k u m n a s i o n a l s e b a g a i b a g i a n 

d a r i r a n g k a i a n p e m b a n g u n a n n a s i o n a l i n i d i l a k u k a n s e c a r a m e n y e l u r u h d a n 

t e r p a d u b a i k h u k u m p i d a n a , h u k u m p e r d a t a , m a u p u n h u k u m a d m i n i s t r a s i , d a n 

m e i i p u t i j u g a h u k u m f o r m i l m a u p u n h u k u m m a t e r i e l n y a . 

U p a y a p e m b a h a r u a n h u k u m t i d a k t c r l e p a s d a r i k e b i j a k a n p u b l i c d a l a m 

m e n g e n d a l i k a n d a n m e m b e n t u k p o l a s a m p a i s e b e r a p a j a u h m a s y a r a k a t d i a t u r d a n 

d i a r a h k a n . D e n g a n d e m i k i a n s a n g a t p e n t i n g u n t u k m e n y a d a r k a n p a r a 

p e r a n c a n g h u k u m d a n k e b i j a k a n p u b l i c b a h k a n p a r a p e n d i d i k , b a h w a h u k u m d a n 

k e b i j a k a n p u b l i k y a n g d i t e r i t k a n a k a n m e m p u n y a i i m p l i k a s i y a n g ^ l u a s d i b i d a n g 

s o s i a l , e k o n o m i d a n p o l i t i k . S a y a n g n y a s p e s i a l i s a s i b a i k d a l a m p e k e r j a a n , 

p e n d i d i k a n m a u p u n r i s e t y a n g d i l a n d a s i d u a d i s i p l i n t e r s e b u t ( h u k u m d a n i l m u 
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s o s i a l ) , s e h i n g g a p e l b a g a i i m f o r m a s i y a n g b e r s u m b e r d a r i k e d u a n y a t i d a k s e l a l u 

b e r t e m u (converge) b a h k a n s e r i n g k a l i t i d a k s a m a d a n s e b a n g u n (incongruent). 

I s t i l a h k e b i j a k a n b e r a s a l d a r i b a h a s a I n g g r i s policy a t a u d a l a m b a h a s a 

B e l a n d a politie. B l a c k ' s L a w D i c t i o n a r y m e n g i d e n t i f i k a s i k a n policy s e b a g a i : 

"The general principles by which a government is guided in its 
management ofpublic affairs... or principles and standart regarded by the 
legislature or by the courts as being of fundamental concern to the whole of 
society in measures, as applied to a law, ordinance, or rule of law, denotes 
its general purpose or tendency considered as directed to the welfare or the 
welfare or prosperity of the .state community" ^ 

S e c a r a u m u m k e b i j a k a n d a p a t d i a r t i k a n s e b a g a i p r i n s i p - p r i n s i p u m u m 

y a n g b e r f u n g s i u n t u k m e n g a r a h k a n p e m e r i n t a h d a l a m m e n g e l o l a , m e n g a t u r a t a u 

m e n y e l e s a i k a n u r u s a n - u r u s a n p u b l i k , m a s a l a h - m a s a l a h m a s y a r a k a t a t a u b i d a n g -

b i d a n g p e n y u s u n a n p e r a t u r a n p e r u n d a n g - u n d a n g a n d a n p e n g a p l i k a s i a n 

h u k u m / p e r a t u r a n , d e n g a n s u a t u t u j u a n y a n g m e n g a r a h p a d a u p a y a m e w u j u d k a n 

k e s e j a h t e r a a n a t a u k e m a k m u r a n m a s y a r a k a t ( w a r g a n e g a r a ) . ' 

U p a y a p e r i n d u n g a n m a s y a r a k a t (social defence) d a n u p a y a m e n c a p a i 

k e s e j a h t e r a a n m a s y a r a k a t (social welfare) p a d a h a k k a t n y a m e r u p a k a n b a g i a n 

i n t e g r a l d a r i k e b i j a k a n a t a u u p a y a p e n a n g u l a n g a n k e j a h a t a n . K o n g r e s P B B k e - 4 

m e n g e n a i Prevention of Crime and The Treatment of Offender t a h u n 1 9 7 0 y a n g 

t e m a s e n t r a l n y a m e m b i c a r a k a n m a s a l a h "Crime and Develompent" m e n e g a s k a n 

*Henry Cambell Baick, Black's L a w D i c t i o n a r y , Seventh Edition, St. Paulmin West 
Publicing. Co, 1999, him. 117 

'Wisnusubroto, K e b i j a k a n Hukum P i d a n a dalam Peanggulangan P e n y a i a h g u n a a n 
Komputer, Universitas Atmajaya, Yogyakarta, 1999, him. 3 

*Barda Nawawi Arief, B u n g a R a m p a i K e b i j a k a n H u k u m P i d a n a , Raja Grafindo Persada, 
Jakarta, 2006, him. 2 



13 

k e t c r p a d u a n t e r s e b u t : "Any dichotomy between a country's policies for social 

defence and its planning for national development was unreal by definitions"^ 

P e n e g a s a n p e r l u n y a p e n a n g g u l a n g a n k e j a h a t a n d i i n t e g r s i k a n d e n g a n 

k e s e l u r u h a n k e b i j a k a n s o s i a l , j u g a d i k e m u k a k a n d a l a m k o n g r e s P B B k e - 5 t a h u n 

1 9 7 5 d i G e n e v a d a l a m m e m b a h a s m a s a l a h criminal legislation. Judicial 

procedures, and other form of social control in the prevention of crime, 

m e n y a t a k a n : "The many esencies of criminal policy should be coordinated and 

the whole should be integrated into a general social policy of each country". 

K e b i j a k a n p e n a n g g u l a n g a n k e j a h a t a n a t a u y a n g b i a s a d i k e n a l d e n g a n 

i s t i l a h " p o l i t i k k r i m i n a l " m e n u r u t S u d a r t o m e r u p a k a n s u a t u u s a h a y a n g r a s i o n a l 

d a r i m a s y a r a k a t d a l a m m c n a n g g u l a n g i k e j a h a t a n . " D e f c n i s i i n i d i a m b l d a r i 

d e f e n i s i M a r c A n c e l y a n g m e r u m u s k a n p o l i t i k k r i m i n a l s e b a g a i "the rational 

organization of the control of crime by society". 

T u j u a n p e n a n g g u l a n g a n k e j a h a t a n y a i t u p e r l i n d u n g a n m a s y a r a k a t n t u k 

m e n c a p a i k e s e j a h t e r a a n m a s y a r a k a t . P e r u m u s a n t u j u a n d a r i p o l i t i k c r i m i n a l y a n g 

d e m i k i a n d i n y a t a k a n d a l a m s a l a h s a t u l a p o r a n k u r s u s l a t i h a n k e - 3 4 y a n g 

d i s e l e n g g a r a k a n o l e h U N A F E I d i T o k y o t a h u n 1 9 7 3 s e b a g a i b e r i k u t : ' ^ 

Most of group members agreed some discussion that "protection of the 
society could be accepted as the final goal of criminal policy although not 
the ultimate aim of society, which might perhaps be described by terms like 
"happiness of citizens", "a wholesome and cultural living", "social 

\ welfare" or "equality". 

Nbid, him. 5 
'*Nyoman Serikat Putra Jaya, Beberapa P e m i k i r a n ke A r a b Pengembangan Hukum 

P i d a n a , Citra Aditya Bakti, Bandung, 2008, him. 190 
"Sudarto, Hukum dan Hukum P i d a n a , Alumni, Bandung, 1977 
'^Barda Nawawi Arief, Bunga Rampa Kebijakan Hukum Pidana, Op. Cit, him. 2 
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K e s e p a k a t a n d a r i h a s i l k u r s u s t e r s e b u t d a p a t m e n j a d i l a n d a s a n d a l a m 

k e b i j a k a n k r i m i n a l s e b a g a i u p a y a p e n a n g g l a n g a n k e j a h a t a n u n t u k k e s e j a h t e r a a n 

s o c i a l (social welfare) d a n u n t u k p e r l i n d u n g a n m a s y a r a a t (social deence). 

B. Tindak Pidana Teknologi Informasi 

D i e r a g l o b a l i n i b e r b a g a i h a l p o s i t i f b i a s d i m a n f a a t k a n o l e h s e t i a p 

b a n g s a t e r u t a m a b i d a n g t e k n o l o g i , k e m a u a n t e k n o l o g i j u g a m e n y i m p a n k e r a w a n a n 

y a n g t e n t u s a j a s a n g a t m e m b a h a y a k a n . B a h k a n h a n y a s o a l k e j a h a t a n k o n v e n s i o n a l 

y a n g g a g a l d i b e r a n t a s a k i b a t t e r i m b a s o l e h p o l a - p o l a m o d e m i t a s y a n g g a g a l 

m e n g e d e p a n k a n p r i n s i p h u m a n t a s , t e t a p i j u g a m u n c u l n y a k e j a h a t a n d i a l a m m a y a 

y a n g t e l a h m e n j a d i r e a l i t a s d u n i a . 

M e m a n g t i d a k b i s a d i i n g k a r i o l e h s i a p a p u n , b a h w a t e n o l o g i i t u d a p a t 

m e n j a d i a l a t p e r u b a h a n d i t e n g a h m a s y a r a k a t . D e m i k i a n p e n t i n g n y a f u n g s i 

t e k n o l o g i , h i n g g a s e p e r t i n y a m a s y a r a k a t d e w a s a i n i s a n g a t t e r g a n t u n g d e n g a n 

t e k n o l o g i , b a i k u n t u k h a l - h a l p o s i t i f m a u p u n n e g a t i f . P a d a p e r k e m b a n g a n n y a 

internet j u g a m e m b a w a s i s i n e g a t i f , d e n g a n m e m b u k a p e l u a n g m u n c u l n y a 

t i n d a k a n - t i n d a k a n a n t i s o s i a l y a n g s e l a m a i n i d i a n g g a p t i d a k m u n g k i n t e r j a d a t a u 

t d a k a k a n t e r p i k i r k a n t e r j a d i . S e b u a h t e o r i m e n y a t a k a b a h w a crime is product of 

society it self y a n g s e c a r a s e d e r h a n a d a p a t d i a r t i k a n b a h w a s e m a k i n t i n g g i t i n g k a t 

i n t e l e k t u a l i t a s s u a t u m a s y a r a k a t m a k a a a n s e m a k i n c a n g g i h d a n b e r a n e k a - r a g a m 

p u l a l a h t i n g k a t k e j a h a t a n y a n g d a p a t t e r j a d i . ' ^ 

"Abdul Wahib da Mohammad Labib, K e j a h a t a n M a y a n t a r a ( C y b e r c r i m e ) , Rafika 
Aditama, Bandung, 2005, him. 39 
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S a l a h s a t u c o n t o h s a a t i n i a d a l a h k e j a h a t a n m a y a a t a u b i a s a d i s e b u t 

" c y b e r c r i m e " ( t i n d a k p i d a n a m a y a n t a r a ) , m e r u p a k a n b e n t u k f e n o m e n a b a r u d a l a m 

t i n d a k k e j a h a t a n s e b a g a i d a m p a k l a n g s u n g d a r i p e r k e m b a n g a n t e k n o l o g i 

i n f o r m a s i . B e b e r a p a s e b u t a n d i b e r i k a n p a d a j e n i s k e j a h a t a n b a r u i n i d i d a l a m 

b e r b a g a i t u l i s a n , a n t a r a l a i n : s e b a g a i k e j a h a t a n d u n i a m a y a (cyber space/virtual 

space offence), d i m e n s i b a r u d a i "hi-tech crime", d i m e n s i b a r u d a r i "transnational 

crime" d a n d i m e n s i b a r u d a r i "white coller crime"}^ 

W h i t e c o l l a r c r i m e m e n u r u t J o A n n M i l l e r , u m u m n y a d i b a g i k e d a l a m 4 

( e m p a t ) j e n i s , y a i t u : K e j a h a t a n k o r p o r a s i , k e j a h a t a n b i r o k r a s i , m a l p r a k t e k , d a n 

k e j a h a t a n i n d i v i d u . ' ^ S e m e n t a r a i t u cybercrime m e m i l i k i c i r i k h a s t e r s e n d i r i y a i t u 

p a r a p e l a k u u m u m n y a o r a n g m u d a y a n g m e n g u a s a i t e k n o l o g i i n f o r m a s i d a n 

d i l a k u k a n s e c a r a e k s t r a h a t i - h a t i d a n s a n g a t m e y a k i n k a n s e r t a m e m b u t u h k a n 

k e a h l i a n t a m b a h a n a t a u p e r t o l o n g a n o r a n g l a i n . ' ^ 

K e k h a w a t i r a n a k a n t i n d a k k e j a h a t a n i n i d i r a s a k a n d i s e l u r u h a s p e k b i d a n g 

k e h i d u p a n . I T A C (Information Technology Assosiation of Canada) p a d a 

International Information Industry Congress ( I I I C ) 2 0 0 0 Millenium Congress d i 

Q u e b e c t a n g g a l 1 9 S e p t e m b e r 2 0 0 0 m e n y a t a k a n b a h w a "cybercrime is a real and 

growing threat to economic and social development around the world. 

\ 

"Barda Nawawi Arief, Antisipasi Penanggulangan "cybercrime " dengan hukum p i d a n a , , 
Makalah pada Seminar Nasional mengenai ""cyberlaw", di STHB, Bandung, Hotel Grand Aquila, 9 
April 2001 

"Sutaiito, Hermawan Sulistyo, dan Tjuk Sugiarto, C y b e r c r i m e - M o t i f dan P e n i n d a k a n , 
Pensii 324, Jakarta, him. 13 

'^'Ibid, him. 20 
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Information technology touches every aspect of human life and so can 

electronically enable crime".'' 

I s t i l a h cybercrime s a a t i n i m e r u j u k p a d a s u a t u t i n d a k a n k e j a h a t a n y a n g 

b e r h u b u n g a n d e n g a n d u n i a m a y a (cyberspace) d a n t i n d a k a n k e j a h a t a n y a n g 

m e n g g u n a k a n k o m p u t e r . A d a a h l i y a n g m e n y a m a k a n a n t a r a t i n d a k a n k e j a h a t a n 

cyber (cybercrime) d e n g a n t i n d a k a n k e j a h a t a n k o m p u t e r , d a n a d a a h l i y a n g 

m e m b e d a k a n d i a n t a r a k e d u a n y a . M e s k i p u n b e l u m a d a k e s e p a h a m a n m e n g e n a i 

d e f e n i s i k e j a h a t a n t e n o l o g i i n f o r m a s i , n a m u n a d a k e s a m a a n p e n g e r t i a n u n i v e r s a l 

m e n g e n a i k e j a h a t a n k o m p u t e r . 

K e j a h a t a n t e k n o l o g i i n f o r m a s i a t a u k e j a h a t a n k o m p u t e r m e m a n g i d e n t i k 

d e n g a n cybercrime, b a n y a k l i t e r a t u r b a i k n a s i o n a l m a u p u n i n t e m a s i o n a l y a n g 

m e n d e f e n i s i k a n t e r h a d a p i s t i l a h t e r s e b u t . The U.S Departement of Justice 

m e b e r i k a n p e n g e r t i a n "cybercrime is any illegal act requiring knowledge of 

computer technologi for it perpetration investigation or prosecution". C o m p u t e r 

c r i m e d a p a t d i i u l i k a n s e b a g a k e j a h a t a n d i b i d a n g k o m p u t e r s e c a r a u m u m d a p a t 

d i a r t i k a n s e b a g a i p e n g g u n a c o m p u t e r s e c a r a i l l e g a l . ' * A b d u l W a h i b d a n 

M o h a m m a d L a b i b m e n y a t a k a n b a h w a k e j a l i a t a n d u n i a m a y a a d a l a h k e j a h a t a n 

y a n g b e r k a i t a n d e n g a n p e m a n f a a t a n s e b u a h t e k n o l o g i i n f o r m a s i t a n p a b a t a s s e r t a 

m e m i l k i k a r a k t e r i s t i k y a n g k u a t d e n g a n s e b u a h r e k a y a s a t e k n o l o g i y a n g 

\ 

"Barda Nawawi Arief, M a s a l a h Penegakan H u k u m dan K e b i j a k a n Hukum P i d a n a 
D a l a m M e n a n g g u l a n g i K e j a h a t a n , Kencana Prenada Media Group, Jakarta, 2007, him. 240 

"Andi Hamzah, Aspek-aspek P i d a n a di B i d a n g Komputer, Raja Grafindo Persada, 
Jakarta, 1998, him. 4 
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m e n g a n d a l k a n p a d a t i n g k a t k e a m a n a n y a n g t i n g g i d a n k r e d i b i l i t a s d a r i s e b u a h 

i n f o r m a s i y a n g d i s a m p a i k a n d a n d i a k s e s o l e h p e n g u n a internet}'^ 

B a r d a N a w a w i A r i e f m e n u n j u k p a d a k e r a n g k a ( s i s t e m a t i k ) . Draft 

Convention on Cybercrime d a r i D e w a n E r o p a ( D r a f t N o . 2 5 , D e s e m b e r 2 0 0 0 ) 

y a n g m e n d e f e n i s i k a n cybercrime s e b a g a i "crime related to technology, computers 

and the internet" a t a u s e c a r a s e d e r h a n a b e r a r t i k e j a h a t a n y a n g b e r h u b u n g a n 

d e n g a n t e k n o l o g i , c o m p u t e r d a n internet. P e n g e r t i a n l a i n d i b e r i k a n o l e h 

O r g a n i z a t i o n o f E u r o p e a n C o m m u n i t y D e v e l o p m e n t , y a i t u "any illegal, unethical 

or unauthorized behavior relating the automatic processing and/or the 

transmission data". 

Cybercrime p a d a d a s a m y a t i n d a k p i d a n a y a n g b e r k e n a a n d e n g a n 

i n f o r m a s i , s i s t e m i n f o r m a s i {information system) i t u s e n d i r i , s e r t a s i s t e m 

k o m u n i k a s i y a n g m e m p a k a n s a r a n a u n t u k p e n y a m p a i a n / p e r t u k a r a n i n f o r m a s i i t u 

k e p a d a p i h a k l a i n n y a {transmitter/originator to recipient). M e n u r u t S u t a n t o , 

s e c a r a g a r i s b e s a r cybercrime t e r d i r i d a r i d u a j e n i s , y a i t u : ^ ^ 

1 . K e j a h a t a n y a n g m e n g g u n a k a n t e c h n o l o g y i n f o r m a s i ( T I ) s e b a g a i f a s i l i t a s . 
C o n t o h - c o n t o h d a r i a k t i v i t a s cybecrime j e n i s p e r t a m a i n i a d a l a h 
p e m b a j a k a n {copyright a t a u h a k c i p t a i n t e l e k t u a l d a n l a i n - l a i n ) , 
p o m o g r a f i , p e m a l s u a n d a n p e n c u r i a n k a r t u k r e d i t {carding), p e n i p u a n 
l e w a t e-mail, p e n i p u a n d a n p e m b o b o l a n r e k e n i n g b a n k , p e r j u d i a n on line, 
t e r o r i s m e , s i t u s s e sa t , m a t e r i - m a t e r internet y a n g b e r k a i t a n d e n g a n S A R A 
( s e p e r t i p e n y e b a r a n k e b e n c i a n e t n i k d a n r a s a t a u a g a m a ) , t r a n s a k s i d a n 
p e n y e b a r a n o b a t t e r l a r a n g , t r a n s a k s i s e k s , d a n l a i n - l a i n . 

2 . K e j a h a t W y a n g m e n j a d i k a n s i s t e m d a n f a s i l i t a s t e k n o l o g i i n f o r m a s i ( T I ) 
s e b a g a i s a r a n a . Cybercrime j e n i s i n i b u k a n m e m a n f a a t k a n k o m p u t e r d a n 
internet s e b a g a i m e d i a a t a u s a r a n a t i n d a k p i d a n a , m e i a i n k a n 

Abdul Wahib dan Mohammad Labib, Op. Cit, him. 40 

*̂*Barda Nawawi Arief, Kapita Selekta Hukum Pidana, Op. Cit, him. 243 

^^Sutanto, Hermawan Sulistyo dan Tjuk Sugiarto, O p . Cit, him. 21 
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m e n j a d i k a n n y a s e b a g a i s a r a n a . C o n t o h d a r i j e n i s - j e n i s t i n d a k k e j a h a t a n 
a n t a r a p e n g a k s e s a n k e s u a t u s i s t e m s e c a r a i l l e g a l {hacking) p e r u s a h a a n 
s i t u s internet d a n server d a t a (cracking), s e r t a defacdng. 

M e n u r u t F r e d d y M a r i s , cybercrime m e r u p a k a n s u a t u t i d a k p i d a n a d e n g a n 

k a r a t c r i s t i k - k a r a k l e r i s t i k s e b a g a i b e r i k u t : 

1 . Unauthorized access ( d e n g a n m a k s u d n t u k m e m f a s i l i t a s i k e j a h a t a n ) 

2. Unauthorized alteration or destruction of data 

3. M e n g g a n g g u / m e r u s a k o p e r a s ! k o m p u t e r 
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4. M e n c e g a h / m e n g h a m b a t a k s e s p a d a k o m p u t e r . 

S e d a n g k a n k u a l i f i k a s i k e j a h a t a n d u n i a m a y a {cybercrime), s e b a g a i m a n a 

d i k u t i f o l e h B a r d a N a w a w i A r i e f , a d a l a h k u a l i f i k a s i cybercrime m e n u r u t 

Convention on Cybercrime 2 0 0 1 d i B u d a p e s t H o n g a r i a , y a i t u : ^ ^ 
1 . Illegal acces, y a i t u s e n g a j a m e m a s u k i a t a u m e n g a k s e s s i s t e m k o m p u t e r 

t a n p a h a k . 
2 . Illegal interception, y a i t u s e n g a j a d a n t a n p a h a k m c n d e n g a r a t a u 

m e n a n g k a p s e c a r a d i a m - d i a m p e n g i r i m a n d a n p e m a n c a r a n d a t a k o m p u t e r 
y a n g t i d a k b e r s i f a t p u b l i k k e , d a r i a t a u d i d a l a m s i s t e m k o m p u t e r d e n g a n 
m e n g g u n a k a n a l a t b a n t u t e k n i s 

3 . Data interference, y a i t u s e n g a j a d a n t a n p a h a k m e l a k u k a n p e r u s a k a n , 
p e n g h a p u s a n , p e r u b a h a n a t a u p e n g h a p u s a n d a t a k o m p u t e r 

4. System interference, y a i t u s e n g a j a m e l a k u k a n g a n g g u a n a t a u rintangan 
s e r i u s t a n p a h a k t e r h a d a p b e r f u n g s i n y a s i s t e m k o m p u t e r 

5 . Misuse of Devices, p e n y a i a h g u n a a n p e r l e n g k a p a n k o m p u t e r , t e r m a s u k 
p r o g r a m c o m p u t e r , p a s s w o r d k o m p u t e r , k o d e m a s u k {access code) 

6 . Computer related Forgery, P e m a l s u a n ( d e n g a n s e n g a j a d a n t a n p a h a k 
m e m a s u k k a n , m e n g u b a h , m e n g h a p u s d a t a a u t e n t i k m e n j a d i t i d a k a u t e n t i k 
d e n g a n m a k s u d d i g u n a k a n s e b a g a i d a t a a u t e n t k ) 

7. Computer Related Fraud, p e n i p u a n ( d e n g a n s e n g a j a d a t a n p a h a k 
m e n y e b a b k a n h i l a n g n y a b a r a n g / k e k a y a a n o r a n g I a i n d e n g a n c a r a 
m e m a s u k k a n , m e n g u b a h , m e n g h a p u s k a n d a t a k o m p u t e r a t a u d e n g a n 
m e n g g a n g g u b e r f u n g s i n y a k o m p u t e r / s i s t e m k o m p u t e r , d e n g a n t u j u a n 

Freddy Haris, Cybercrime d a r i Perspektif Akademis, Lembaga Kajian Hukum dan 
Teknologi Fakultas Hukum Universitasldonesia, Jakarta, hbn. 4 

^*Barda Nawawi Arief, Masalah Penegakan Hukum dan Kebijakan Hukum Pidana dalam 
Penanggulangan Kejahatan, Op. Cit, him. 24 
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u n t u k m c m p c r o l e h k e u n t u n g a n e k o n o m i b a g i d i r i n y a s e n d i r i a t a u o r a n g 
l a i n ) 

8 . Content-Related Offences 
D e l i k - d e i i k y a n g b e r h u b u n g a n d e n g a n p o m o g r a f i a n a k (child 
pornography) 

9. Offences Related to Infringements of copyright and Related Rights 
D e l i k - d e l i k y a n g t e r k a i t d e n g a n p e l a n g g a r a n h a k c i p t a . 

B e b e r a p a b e n t u k k e j a h a t a n y a n g b e r h u b u n g a n e r a t d e n g a n p e n g g u n a a n 

t e k n o l o g i i n f o r m a s i y a n g b e r b a s i s u t a m a k o m p u t e r d a n j a r i n g a t e k n o l o g i 

i n f o r m a s i , d a l a m b e b e r a p a l i t e r a t u r d a n p r a k t i k n y a m e n u r u t M a s W i g a n t o r o 

d i k e l o m p o k k a n d a l a m b e b e r a p a b e n t u k a n t a r a l a i n : 

/. Unauthorized Access to computer system and service 
K e j a h a t a n y a n g d i l a k u k a n d e n g a n m e m a s u k i / m e n y u s i i p k e d a l a m s u a t u 
s i s t e m j a r i n g a n k o m p u t e r s e c a r a t i d a k s a h , t a n p a i z i n a t a u t a n p a 
s c p e n g e t a h u a n d a r i p c m i l i k s i s t e m j a r i n g a n k o m p u t e r y a n g d i m a s u k i n y a 

2 . Illegal Contents 
M e r u p a k a n k e j a h a t a n d e n g a n m e m a s u k a r i d a t a a t a u i n f o r m a s i k e i n t e r n e t 
t e n t a n g s e s u a t u h a l y a n g t i d a k b c n a r , t i d a k e t i s , d a n d a p a t d i a n g g a p 
m e l a n g g a r h u k u m a t a u m e n g g a n g g u k e t e r t i b a n u m u m 

3. Data Forgery 
M e r u p a k a n k e j a h a t a n d e n g a n m e m a l s u k a n d a t a p a d a d o k u m e n - d k u m c n 
p e n t i n g y a n g t e r s i m p a n s e b a g a i scriptless document m e l a l u i internet 

4. Cyber Espionage 
M e r u p a k a n k e j a h a t a n y a n g m e m a n f a a t k a n j a r i n g a n internet u n t u k 
m e l a k u k a n k e g i a t a n m a t a - m a t a p i h a k l a i n , d e n g a n m e m a s u k i s i s t e m 
j a r i n g a n k o m p u t e r (computer network system) p i h a k s a s a r a n 

5 . Cyber Sabotage and Extortion 
K e j a h a t a n i n i d i l a k u k a n d e n g a n m e m b u a t g a n g g u a n , p e r u s a k a n a t a u 
p e n g h a n c u r a n t e r h a d a p s u a t u d a t a , p r o g r a m k o m p u t e r a t a u s i s t e m j a r i n g a n 
k o m p u t e r y a n g t e r h u b u n g d e n g a n internet 

6. Offence Against Intellectual Property 
K e j a h a t a n i n i d i t u j u k a n t e r h a d a p h a k a t a s k e k a y a a n i n t e l e k t u a l y a n g 
d i m i l i k i p i h a k l a i n d i internet. S e b a g a i c o n t o h a d a l a h p c n i r u a n t a m p i l a n 
p a d a w e b p a g e s u a t u s i t u s m i l i k o r a n g l a i n s e c a r a i l l e g a l , p e n y i a r a n s u a t u 
i n f o r m a s i d i internet y a n g t e m y a t a m e r u p a k a n r a h a s i a d e n g a n o r a n g l a i n 
d a n s e b a g a i n y a 

7. infringements of Privacy 

'^askah Akademik RUU Tindak Pidana di Bidang Teknologi Informasi disusun oleh 
Mas Wigantoro Roes Setiyadi, Op. Cit, him. 25-26 
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K e j a h a t a n i n i d i t u j u k a n t e r h a d a p i n f o r m a s i s e s e o r a n g y a n g m e r u p a k a n h a l 
y a n g s a n g a t p r i b a d i d a n r a h a s i a . K e j a h a t a n i n i b i a s a n y a d i t u j u k a n t e r h a d a p 
k c l e r a n g a n s e s e o r a n g p a d a f o r m u l i r d a t a p r i b a d i y a n g t e r s i m p a n s e c a r a 
c o m p u t e r i z e d , y a n g a p a b i l a d i k e t a h u i o l e h o r a n g l a i n a k a n d a p a t m e r u g i k a n 
k o r b a n s e c a r a m a t e r i l m a u p u n i m m a t e r i a l , s e p e r t i n o m o r k a r t u k r e d i t , 
n o m o r P I N A I ' M , c aca t a t a u p e n y a k i t t c r s e m b u n y i d a n s e b a g a i n y a . 

S e l a i n k e j a h a t a n d i a t a s s c b e t u l n y a m a s i h b a n y a k j e n i s - j e n i s k e j a h a t a n 

y a n g m a s u k d a l a m k a t a g o r i cybercrime s e p e r t i y a n g d i u n g k a p k a n o l e h M . A r i e f 

M a n s u r d a n A l i s t a r i s G u i t o m , j c n s - j e n i s cybercrime d i a n t a r a n y a : ^ ^ 

/. Cyber-terorism 
National Police Agency of Japan ( N P A ) m e n d e f e n i s i k a n cyesber terrorism 
s e b a g a i electronic attack through critical computer networks against 
critical infrastructure that have potential critical effects on social and 
economic activites of the nation 

2. Cyber-Pornography, p e n y e b a r l u a s a n obscene materials t e r m a s u k 
pornography, indecent exposure, d a n child pornography 

3. Cyber-harassment, p e l e c e h a n s e k s u a l m e l a l u i e-mail, website, a t a u chat 
pornograms 

4. Cyber-stalking: crimes of stalking m e l a l u i p e n g g u n a a n k o m p u t e r d a n 
internet 

5. Hacking: p e n g g u n a a n programming abilities d e n g a n m a k s u d y a n g 
b e r t e n l a n g a n d e n g a n h u k u m 

6. Carding {credit-card fraud) m e l i b a t k a n b e r b a g a i m a c a m a k t i f i t a s y a n g 
m e l i b a t k a n k a r t u k r e d i t . Carding m u n c u l k e t i k a s e s e o r a n g y a n g b u k a n 
p c m i l i k k a r t u r e d i t m e n g g u n a k a n k a r t u k r e d i t t e r s e b u t s e c a r a m e l a w a n 
h u k u m . 

B e r d a s a r k a n b e b e r a p a t i n d a k p i d a n a y a n g b e r k a i t a n d e n g a n t e k n o l o g i 

i n f o r m a s i d i a t a s , m e n u r u t R M R o y S u r y o k a s u s - k a s u s cybercrime y a n g b a n y a k 

t e r j a d i d i I n d o n e s i a s e t i d a k n y a a d a t i g a j e n i s b e r d a s a r k a n m o d u s n y a , y a i t u : 

I . M e n c u r i N o m o r K r e d i t 
P e n y a i a h g u n a a n k a r t u k r e d i t m i l i k o r a n g l a i n d i internet m e r u p a k a n k a s u s 
cybercrime t e r b e s a r y a n g b e r k a i t a n d e n g a n d u n i a b s n i s i n t e r n e t d i 
I n d o n e s i a . P e n y a i a h g u n a a n k a r t u k r e d i t m i l i k o r a n g I a i n m e m a n g t i d a k 
r u m i t d a n b i a s d i l a k u k a n s e c a r a fisik a t a u on-line. N a m a d a n k a r t u k r e d i t 
o r a n g I a i n y a n g d i p e r o l e h d i b e r b a g a i t e m p a t ( r e s t o r a n , h o t e l , a t a u s e g a l a 

M. Arief Mansur dan Alistaris Guitom, Op. Cit, him. 26 
"Majalah Warta Ekonomi, No.9, 5 Maret 2008, him. 12 
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t e m p a t y a n g m e l a k u k a n t r a n s a k s i p e m b a y a r a n d e n g a n k a r t u k r e d i t ) 
d i m a s u k k a n d i a p l i k a s i p c m b e l i a n b a r a n g d i internet 

2. M e m a s u k i , m e m o d i f i k a s i , a t a u m c r u s a k Homepage (Hacking) 
T i n d a k a n Hacker I n d o n e s i a b e l u m s e p a r a h a k s i d i l u a r n e g e r i . P r i l a k u 
h a c k e r I n d o n e s i a b a r u s e b a t a s m a s u k k e s i t u s k o m p u t e r o r a n g l a i n y a n g 
t e m y a t a r e n t a n p c n y u s u p a n d a n m c m b e r i t a h u k a n k e p a d a p e m i l i k n y a u n t u k 
b e r h a t i - h a t i . D i l u a r n e g e r i hacker s u d a h m e m a s u k i s i s t e m p e r b a n k a n d a n 
m e m s a k d a t a base b a n k 

3 . P e n y e r a n g a n s i t u s a l a u e-mail m e l a l u i v i r u s a t a u spamming. M o d u s y a n g 
p a l i n g s e r i n g t e r j a d i a d a l a h m c n g i r i m v i m s m e l a l u i e-mail. M e n u r u t R M 
R o y S u r y o , d i l u a r n e g e r i k e j a h a t a n s e p e r t i i n i s u d a h d i b e r i h u k u m a n y a n g 
c u k u p b e r a t . B e r b c d a d e n g a n d i I n d o n e s i a y a n g s u l i t d i a t a s i k a r e n a 
p e r a t u r a n y a n g a d a b e l u m m e n j a n g k a u n y a . 

D e n g a n m e m p e r h a t i k a n j e n i s - j e n i s k e j a h a t a n s e b a g a i m a n a d i k e m u k a k a n 

d i a t a s d a p a t d i g a m b a r k a n b a h w a cybercrime m e m i l i k i c i r i - c i r i k h u s u s , y a i t u : 

1 . Nan- Violance ( t a n p a k e k e r a s a n ) 
2 - S e d i k i t m e l i b a t k a n k o n t a k f i s i k 
3 . M e n g g u n a k a n p e r a l a t a n d a n t e k n o l o g i 
4 . M e m a n f a a t k a n j a r i n g a n t e l e m a t i k a ( t e l e k o m u n i k a s i , m e d i a d a n 

i n f o r m a t i k a ) g l o b a l . 

A p a b i l a m e m p e r h a t i k a n c i r i k e - 3 d a k e - 4 y a i t u m e n g g u n a k a n p e r a l a t a n 

d a n t e k n o l o g i s e r t a m e m a n f a a t k a n j a r i n g a n t e l e m a t i k a g l o b a l , n a m p a k j e l a s b a h w a 

cybercrime d a p a t d i l a k u k a n d i m a n a s a j a , k a p a n s a j a s e r t a b e r d a m p a k k e m a n a s a j a , 

s e a k a n - a k a n t a n p a b a t a s (borderless). K e a d a a n i n i m e n g a k i b a t k a n p e l a k u 

k e j a h a t a n , k o r b a n , t e m p a t t c r j a d i n y a p e r b u a t a n p i d a n a (locus delicti) s e r t a a k i b a t 

y a n g d i t i m b u l k a n n y a d a p a t t e r a d i p a d a b e b e r a p a N e g a r a . O l e h k a r e n a i t u d a l a m 

m e m b e r a n t a s k e j a h a t a n d a l a m d u n i a m a y a i n i d i p e r l u k a n p e n a n g a n a n y a n g s e r i u s 

s e r t a m e l i b a t k a n k e r j a s a m a \ i n t e m a s i o n a l b a i k y a n g b e r s i f a t r e g i o n a l m a u p u n 

m u l t i l a t e r a l . 

Romli Atmasasmita, R u a n g L i n g k u p B e r l a k u n y a Hukum P i d a n a T e r h a d a p K e j a h a t a n 
T r a n s n a s i o n a l Terorganisasi, Artikel dalam Padjadajaran Jilid XXIV No.2 tahun 1996, him. 90 
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C . Jurisdiksi Hukum Pidana Dalam Tindak Pidana Tcknologi Informasi 

J u r i s d i k s i m e r u p a k a n h a l y a n g s a n g a t crucial s c k a l i g u s k o m p l e k s 

k h u s u s n y a b e r k e n a a n d e n g a n p e n g u n g k a p a n k e j a h a t a n - k e j a h a t a n d i d u n i a m a y a 

y a n g b e r s i f a t i n t e m a s i o n a l (international cybercrime). D e n g a n a d a n y a k e p a s t i a n 

j u r i s d i k s i m a k a s u a t u n e g a r a m e m p e r o l e h p e n g a k u a n d a n k e d a u l a t a n p e n u h u n t u k 

b e r b a g a i a t u r a n d a n k e b i j a k s a n a a n n y a s e c a r a p e n u h . K e k u a s a a n d e m i k i a n h a m s 

d i h o r m a t i p u l a o l e h s e t i a p n e g a r a l a i n n y a s e b a g a i m a n a k e k u a s a a n y a n g d i m i l i k i 

o l e h n e g a r a - n e g a r a l a i n , ^ ^ 

M e n u r u t K a m u s B a h a s a I n d o n e s i a , j u r i s d i k s i a d a l a h : ' ' ^ 

a . K e k u a s a a n m e n g a b d i l i n g k u p k u a s a k e h a k i m a n ; p e r a d i l a n 

b . L i n g k u p h a k d a n k e w a j i b a n s e r t a t a n g g u n g j a w a b d i s u a t u w i l a y a h 

a t a u l i n g k u n g a n t e r t e n t u , k e k u a s a a n h u k u m . 

J u r i s d i k s i m e n u m t h u k u m p i d a n a i n t e m a s i o n a l a d a l a h k e k u a s a a n a t a u 

k o m p e t e n s i h u k u m n e g a r a t e r h a d a p o r a n g , b a d a n a t a u p e r i s t i w a ( h u k u m ) . 

J u r i s d i k s i i n i m e r u p a k a n r e f l c k s i d a r i p r i n s i p d a s a r k e d a u l a t a n N e g a r a , k e s a m a a n 

d e r a j a t n e g a r a d a n p r i n s i p t i d a k c a m p u r t a n g a . J u r i s d i k s i u g a m e m p a k a n s u a t u 

b e n t u k k e d a u l a t a n y a n g v i t a l d a n s e n t r a l y a n g d a p a t m e n g u b a h , m e n c i p t a k a n a t a u 

k e w a j i b a n s u a t u h u b u n g a n a t a u k e w a j i b a n h u k u m . 

J u r i s d i k s i s u a t u n e g a r a y a n g d i a k u i o l e h h u k u m i n t e m a s i o n a l d a l a m 

\ p e n g e r t i a n k o n v e n s i o n a l , d i d a s a r k a n p a d a b a t a s - b a t a s g e o g r a f i , s e m e n t a r a 

k o m u n i k a s i m u l t i m e d i a b e r s i f a t i n t e m a s i o n a l , m u l t i j u r i s d i k s i , t a n p a b a t a s , 

"Yudha Bhakti Ardhiwisastra, I m u n i t a s K e d a u l a t a n N e g a r a di F o r u m P e n g a d i l a n Asing, 
Alumni, Bandung, 1999, him. 14 

^"Oepartemen Pendidikan dan Kebudayaan, Kamus Bahasa I n d o n e s i a , Get II, Balai 
Pustaka, Jakarta, 1997, him. 1134 
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s e h i n g g a s a m p a i s a a t i n i b e l u m d a p a t d i p a s t i k a n b a g a i m a n a j u r i s d i k s i a u a t u 

n e g a r a d a p a t d i b e r l a k u k a n t e r h a d a p k o m u n i k a s i m u l t i m e d i a s e b a g a i s a l a h s a t u 

p e m a n f a a t a n t e n o l o g i i n f o r m a s i . ^ ' 

D a l a m k a i t a n n y a d e n g a n p e n e n t u a n h u k u m y a n g b e r l a k u , d i k e n a l b e b e r a p a 

a s a s y a n g b i a s a d i l a k u k a n , y a i t u : 

1 . Subjective territoriality, y a n g m e n e k a n k a n b a h w a k e b e r l a k u a n h u k u m 
d i t e n t i i k a n b e r d a s a r k a n t e m p a t p e r b u a t a n d i l a k u k a n d a n p e n y e l e s a i a n 
t i n d a k p i d a n a n y a d i l a k u k a n d i n e g a r a l a i n 

2 . Objective territoriality, y a n g m e n y a t a k a n b a h w a h u k u m y a n g b e r l a k u 
a d a l a h h u k u m d i m a n a a k i b a t u t a m a p e r b u a t a n i t u t e r j a d i d a n m e m b e r i k a n 
d a m p a k y a n g s a n g a t m e r u g i k a n b a g i n e g a r a y a n g b e r s a n g k u t a n 

3 . Nationality y a n g m e n e n t u k a n b a h w a n e g a r a m e m p u n y a i j u r i s d i k s i u n t u k 
m e n e n t u k a n h u k u m b e r d a s a r k a n k e w a r g a n e g a r a a n p e l a k u 

4 . Passive nationality y a n g m e n e k a n k a n j u r i s d i k s i b e r d a s a r k a n k e w a r g a 
n e g a r a a n k o r b a n 

5 . Protective principle y a n g m e n y a t a k a n b e r l a k u n y a h u k u m d i d a s a r k a n a t a s 
k e i n g i n a n n e g a r a n t u k m e l i n d u n g i k e p e n t i g a n n e g a r a d a r i k e j a h a t a n y a n g 
d i l a k u k a n d i l u a r w i l a y a h n y a , y a n g u m u m n y a d i g i m a k a n a p a b i l a k o r b a n 
a d a l a h n e g a r a a t a u p e m e r i n t a h 

6 . Universality, a s a s Universality s e l a y a k n y a m e m p e r o l e h p e r h a t i a n k h u s u s 
t e r k a i t d e n g a n p e n a n g a n a n h u k u m k a s u s - k a s u s c y b e r . A s a s i n i d i s e b u t 
j u g a s e b a g a i "universal interest Jurisdiction". 

P a d a m u l a n y a a sa s universality m e n e n t u k a n b a h w a s e t i a p w a r g a N e g a r a 

b e r h a k u n t u k m e n a n g k a p d a n m e n g h u k u m p a r a p e l a k u p e m b a j a k a n . A s a s i n i 

k e m u d i a n d i p e r l u a s s e h i n g g a m e n c a k u p p u l a k e j a h a t a n t e r h a d a p k e m a n u s i a a n 

(crime against humanity), m i s a l n y a p e n y i k s a a n , g e n o s i d a , p e m b a j a k a n u d a r a d a n 

l a i n - l a i n . M e s k i p u n d i m a s a m e n d a t a n g a sa s j u r i s d i k s i n i v e r s a l i n i m u n g k i n 

d i k e m b a n g k a n u n t u k internet piracy, s e p e r t i computer, cracking, carding, hacking 

^'Tien S. Saefiilah, Jurisdiksi Sebagai upaya Penegakan H u k u m D a l a m Kegiatan 
Cyberspace, artikel dalam Cyberlaw: Suatu Pengantar, Pusat Studi Cyberlaw Fakultas Hukum 
UNPAD, BLIPS, 2002, Iilm. 96 

'^Ahmad M. Ramli, Perkembangan Cyberlaw G l o b a l dan I m p l i k a s i n y a B a g i Bangsa 
I n d o n e s a i a , Makalah Seminar The Impormantance of Imformation System Scurity in E -
Govemment, Tim Koordinasi Telematika Indonesia, Jakarta, 28 Juli 2004, him. 5-6 
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and viruses, n a m u n p e r l u d i p c r t i m b a n g k a n b a h w a p e n g g u n a a n a s a s i n i h a n y a 

d i b e r l a k u k a n u n t u k k e j a h a t a n s a n g a t s e r i u s b e r d a s a r k a n p e r k e m b a n g a n d a l a m 

h u k u m i n t e m a s i o n a l . 

H a r u s d i a k u i b a h w a m e n e r a p k a n j u r i s d i k s i y a n g t e p a t d a l a m k e j a h a t a n -

k e j a h a t a n d i d u n i a m a y a ( c y b e r c r i m e ) b u k a n m e r u p a k a n p e k e r j a a n y a n g m u d a h , 

k a r e n a j e n i s k e j a h a t a n n y a b e r s i f a t i n t e m a s i o n a l s e h i n g g a b a n y a k b e r s i n g g u n g 

d e n g a n k e d a u l a t a n b a n y a k N e g a r a ( s i s t e m h u k u m N e g a r a l a i n ) . B e r k e n a a n d e n g a n 

j u r i s d i k s i t e r s e b u t m a k a p e r t a n y a a n p e n t i n g y a n g h a r u s d i k e m u k a k a n a d a l a h 

s a m p a i s e j a u h m a n a s u a t u n e g a r a m e m b e r i k a n k e w e n a n g a n n y a k e p a d a p e n g a d i l a n 

u n t u k m e n g a d i l i d a n m e n g h u k u m p e l a k u t i n d a k p i d a n a . 

T e r k a i t t i n d a k p i d a n a m a y a n t a r a (cyberspace). D a r r e l M e n t h a , m e n y a t a k a n 

j u r i s d i k s i d i cyberspace m e m b u t u h k a n p r i n s i p - p r i n s i p y a n g j e l a s y a n g b e r a k a r 

d a r i h u k u m i n t e m a s i o n a l . S e l a n j u t n y a M e n t h e m e n y a t a k a n d e n g a d i a k u i n y a 

p r i n s i p - p r i n s i p j u r i s d i k s i y a n g b e r l a k u d a l a m h u k u m i n t e m a s i o n a l d a l a m k e g i a t a n 

cyberspace o l e h s e t i a p n e g a r a , m a k a a k a n m u d a h b a g i n e g a r a - n e g a r a u n t u k 

m e n g a d a k a n k e r j a s a m a d a l a m r a n g k a h a r m o n i s a s i k e t e n t u a n - k e t e n t u a n p i d a n a 

u n t u k m e n a n g u l a n g i cybercrime.^'^ 

P e n d a p a t m e n t h e i n i d a p a t d i t a f s i r k a n b a h w a d e n g a n d i a k u i n y a p r i n s i p -

p r i n s i p j u r i s d i k s i y a n g b e r l a k u d a l a m h u k u m i n t e m a s i o n a l d a l a m k e g i a t a n 

cyberspace o l e h s e t i a p n e g a r a , m a k a a k a n m u d a h b a g i n e g a r a - n e g a r a U n t u k 

m e n g a d a k a n k e r j a s a m a d a l a m r a n g k a h a r m o n i s a s i k e t e n t u a n - k e t e n t u a n p i d a n a 

u n t u k m e n a n g g u l a n g i cybercrime. 

^^Darrel Menthe, '"Jurisdiction i n Cyberspace: A Theory of I n t e r n a t i o n a l Sraces" , 
httrZ/www.mllr.org/volfour/menthe, html, him. 2, diakses tanggal 2 November 2013 

http://www.mllr.org/volfour/menthe
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A d a t i g a l i n g k u p j u r i s d i k s i d i r u a n g m a y a {cyberspace) m e n u r u t M a s a k i 

H a m a n o , s e b a g a i m a n a d i k u t i p o e l h B a r d a N a w a w i r i e f y a n g d i m i l i k i s u a t u 

N e g a r a b e r k e n a a n d e n g a n p e n e t a p a n d a n p e l a k s a n a a n p e n g a w a s a n t e r h a d a p s c t i a p 

p e r i s t i w a , s e t i a p o r a n g d a n s e t i a p b e n d a . K e t i g a k a t a g o r i j u r i s d i k s i t e r s e b u t , 

y a i t u : '̂̂  

1 . J u r i s d i k s i L e g i s l a t i f {legislatifJurisdiction atau Jurisdiction to prescribe) 

2. J u r i s d i k s i Y u d i s i a l (Judicial Jurisdiction atau Jurisdiction to adjudicate) 

3 . J u r i s d i k s i Ekeskuiil (exsecutive Jurisdiction atau jurisdiction lo enforce). 

J u r i s d i k s i d i a t a s b e r k a i t a n d e n g a n b a t a s - b a t a s k e w e n a n g a n n e g a r a d i t i g a 

b i d a n g p e n e g a k a n h u k u m , pertama k e w e n a n g a n p e m b u a t h u k u m s u b s t a n t i f ( o l e h 

k a r e n a i t u d i s e b u t j u r i s d i k s i l e g i s l a t i f , a t a u d a p a t j u g a d i s e b u t j u r i s d i k s i 

f o i i n u l a t i O - Kedua k e w e n a n g a n m e n g a d i l i a t a u m e n e r a p k a n h u k u m ( o l e h k a r e n a 

i t u d i s e b u t j u r i s d i k s i j u d i c i a l a t a u a p l i k a t i f ) . Ketiga k e w e n a n g a n 

m e l a k s a n a k a n / m e m a k s a k a n k e p a t u h a n h u k u m y a n g d i b u a t n y a ( o l e h k a r e n a i t u 

d i s e b u t j u r i s d i k a s i e k s c k u t i f ) ^ ^ 

M e n u r u t B a r d a N a w a w i A r i e f , p r o b l e m j u r i s d i k s i y a n g m e n o n j o l a d a l a h 

m a s a l a h j u r i s d i k s i j u d i c i a l ( k e w e n a n g a n m e n g a d i l i a t a u m e n e r a p k a n h u k u m ) d a n 

j u r i s d i k s i e k s e k u t i f ( k e w e n a n g a n m e l a k s a n a k a n p u t u s a n ) d a r i p a d a m a s a l a h 

j u r i s d i k s i l e g i s l a i f ( k e w e n a n g a n p e m b u a t h u k u m ) . D i k a t a k a n d e m i k i a n k a r e n a 

\ 

'^Barda Nawawi Aief, Tindak Pidana Mayantara, Op. Cit, him. 27-28 
"Barda Nawawi Arief, K a p i t a Selekta H u k u m P i d a n a , Citra Aditya Bakti, Bandung, 

2003, him. 247 
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m a s a l a h j u r i s d i k s i j u d i c i a l / a d j u d i k a s i d a n j u r i s d i k s i e k s e k u t i f s a n g a t t e r k a i t 

d e n g a n k e d a u l a t a n w i l a y a h d a n k e d a u l a t a n h u k u m m a s i n g - m a s i n g n e g a r a . ^ ^ 

M e n u r u t H i k m a h a n t o J u w o n o d a l a m k o n t e k s h u k u m I n t e m a s o n a l , t e r d a p a t 

b e b e r a p a p r i n s i p y a n g d i g u n a k a n u n t u k m e n e g a s k a n s i a p a y a n g m e m i l i k i 

k e w e n a n g a n u n t u k m e n g a d i l i , d i k a t a k a n n y a a d a b e b e r a p a p r i n s i p y a n g d i t e r a p k a n , 

a n t a r a l a i n t e r r i t o r i a l , p e r s o n a l i t a s , n a s i o n a l i t a s , d a n u n i v e r s a l . M a s i n g - m a s i n g 

p r i n s i p m e m l i k i k a r a k t e r y a n g b e r b c d a s a t u s a m a l a i n . M i s a l k a n p r i n s i p t e r r i t o r i a l 

y a n g m e n d a s a r k a n p a d a w i l a y a h d i m a n a t i n d a k p i d a n a i t u t e r j a d i . D i s a m p i n g i t u 

j u g a b i a s d i l i h a t d a r i m u n c u l n y a a k i b a t . K e m u d i a n p e r i n s i p p e r s o n a l i t a s d a n 

u n i v e r s a l i t a s . T i a p - t i a p p r i n s i p m e m i l i k i k a r a k t e r y a n g b e r b c d a a n t a r a s a t u d e n g a n 

y a n g l a i n . P r i n s i p t e r r i t o r i a l m e n d a s a r k a n p a d a w i l a y a h d i m a n a t i n d a k p i d a n a i t u 

t e r j a d i , b i a s j u g a d a r i t e m p a t m u n c u l n y a a k i b a t t i n d a k p i d a n a . 

P r i n s i p p e r s o n a l i t a s m e n e k a n k a n p a d a k e w a r g a n e g a r a a n d a r i s i p e l a k u . 

M i s a l n y a j i k a p e l a k u a d a l a h w a r g a n e g a r a I n d o n e s i a , m a k a s i p e l a k u b i a s 

d i s i d a n g k a n d i p e n g a d i l a n I n d n e s i a . P a d a p r i n s i p n y a n a s i o n a l i t a s y a n g d i t e k a n k a n 

a d a l a h k e p e n t i n g a n d a r i n e g a r a t e m p a t t c r j a d i n y a t i n d a k p i d a n a . P r i n s i p t e r a k h i r 

y a i t u p m s i p u n i v e r s a l y a n g l e b i h m e n e k a n k a n k e j a h a t a n i n t e m a s i o n a l . S e t i a p 

n e g a r a y a n g b e r k e p e n t i n g a n b i a s m e n e r a p k a n d i m a n a s a j a , k a p a n s a j a , d a n b a g 

s i d p a s a j a s e p a n j a n g k e j a h a t a n t e r s e b u t t e r g o l o n g s e b a g a i k e j a h a t a n i n t e m a s o n a l . 

N e V ^ a r a - n e g a r a y a n g t e r g a b u n g d a l a m U n i E r o p a (Council of Europe) p a d a 

t a n g g a l 2 3 N o v e m b e r 2 0 0 1 d i k o t a B u d a p e s t , H o n g a r i a t e l a m e m b u a t d a n 

m e n y e p a k a t i Convention on Cybercrime y a n g k e m u d i a n d i m a s u k k a n k e d a l a m 

"Barda Nawawi Arief, S a r i K u l i a h : Perbandingan H u k u m P i d a n a , Raja Grafindo 
Persada, Jakarta, 2006, him. 280 
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European Treaty Series d e n g a n N o m o r 1 8 5 . T u j u a n k o n v e n s i t e r s e b u t a d a l a h 

u n t u k m e l i n d n g i m a s y a r a k a t d a r i cybercrime, b a i k m e l a l u i u n d a n g - u n d a n g 

m a u p u n k e r j a s a m a i n t e m a s i o n a l . H a l i n i d m a k s u d k a n u n t u k m e n g a t a s i k e j a h a t a n 

cyber, t a n p a m e n g u r a n g i k e s e m p a t a n s e t i a p i n d i v i d u u n t u k t e t a p d a p a t 

m e n g e m b a n g k a n k r e a t i v i t a s n y a d a l a m p e n g e m b a n g a n t e k n o l o g i i n f o r m a s i . 

M a s a l a h j u r i s d i k s i b e r k a i t a n d e n g a n k e c a k a p a n d a r i s u a t u f o r u m t e r t e n t u 

u n t u m e n g a d i l i k a s u s (adjudicate jurisdiction). J u r i s d i k s i d a l a m cyberspace d a p a t 

m e n g g u n a k a n t e o r i : 

a . The theory of uploader and downloader. Uploader a d a l a h p e m b e r i 

i n f o r m a s i d a n downloader a d a l a h p e n e r i m a t r a n s a k s i e i e k t r o n i k 

b . The law of the server. J u r i s d i k s i d i t e n t u k a n d e n g a n m e n g g u n a k a n 

a t a u m e m p c r l a k u k a n server d i m a n a webpages s e c a r a f i s i k 

b e r l o k a s i , y a i t u d i m a n a m e r e k a d i c a t a t s e b a g a i d a t a e i e k t r o n i k 

c . The theory of intemasional spaces, a d a u s u l a n b a h w a internet 

d i j a d i k a n m a n g t e r s e n d i r i , m e n j a d i r u a n g k e e m p a t s e t e l a h a i r , 

d a r a t , d a n u d a r a . 

P e n g a t u r a n m e n g e n a i m a s a l a h j u r i s d i k s i m e r u p a k a n h a l p e n t i n g d a n d a l a m 

p e m b e n t u k a n u n d a n g - u n d a n g k h u s u s m e n g e n a i cybercrime p e r l u d i p i k i r k a n 

b e n t u k j u r i s d i k s i y a n g m a m p u m e n j a n g k a u k e j a h a t a n d i d u n i a s i b e r m e n g i n g a t 

k e j a h a t a n i n i p u n y a k a r a k t e r y a n g k h a s d a n s i f a t n y a l i n t a s n e g a r a (tansborder). 

D e n g a n d e m i k i a n p e n e r a p a n a sa s u n i v e r s a l ( a s a s u b i k u i t a s ) d a p a t d i g u n a k a n 

d i s a m p i n g j u g a d i p e r l u k a n k e r j a s a m a d e n g a n n e g a r a - n e g a r a l a i n . 



28 

U n d a n g - u n d a n g N o m o r 1 1 l a h u n 2 0 0 8 t e n t a n g I n f o n n a s i d a n T r a n s a k s i 

E i e k t r o n i k ( U U I T E ) t e l a h m e n g a t u r m a s a l a h j u r i s d i k s i y a n g d i d a l a m n y a s u d a h 

m e n e r a p k a n a sa s u n i v e r s a l . H a l i n i d a p a t d i l i h a t d a r i P a s a l 2 d a n p e n j e l a s a n n y a . 

P a s a l 2 U U I T E 

U n d a n g - u n d a n g i n i b e r l a k u u n t u k s e t i a p o r a n g y a n g m e l a k u k a n p e r b u a t a n 

h u k u m s e b a g a i m a n a d i a t u r d a l a m u n d a n g - u n d a n g i n i , b a i k y a n g b e r a d a d i w i l a y a h 

h u k u m I n d o n e s i a m a u p u n d i l u a r w i l a y a h h u k u m I n d o n e s i a , y a n g m e m i l i k i a k i b a t 

h u k u m d i w i l a y a h h u k u m I n d o n e s i a d a n / a t a u d i l u a r w i l a y a h h u k u m I n d o n e s i a 

d a n m e r u g i k a n k e p e n t i n g a n I n d o n e s i a . 

P e n j e l a s a n P a s a l 2 U U I T E 

U n d a n g - u n d a n g i n i m e m i l i k i j a n g k a u a n j u r i s d i k s i t i d a k s e m a t a - m a t a u n t u k 

p e r b u a t a n h u k u m y a n g b e r l a k u d i I n d o e s i a d a n / a t a u d i l a k u k a n o l e h w a r g a n e g a r a 

I n d o n e s i a , t e t a p i j u g a b e r l a k u u n t u k p e r b u a t a n h u k u m y a n g d i l a k u k a n d i l u a r 

w i l a y a h h u k u m ( j u r i s d i k s i ) I n d o n e s i a b a i k o l e h w a r g a n e g a r a I n d o n e s i a m a u p u n 

w a r g a n e g a r a a s i n g a t a u b a d a n h u k u m I n d o n e s i a m a u p u n b a d a n h u k u m a s i n g 

y a n g m e m i l i k i a k i b a t h u k u m d i I n d o n e s i a , m e n g i n g a t p e m a n f a a t a n t e k n o l o g i 

i n f o r m a s i u n t u k i n f o r m a s i e i e k t r o n i k d a t r a n s a k s i e i e k t r o n i k d a p a t b e r s i f a t l i n t a s 

t e r r i t o r i a l a t a u u n i v e r s a l . Y a n g d i m a k s u d d e n g a n " m e r u g i k a n k e p e n t i n g a n 

I n d o n e s i a " a d a l a h m e i i p u t i t e t a p i t i d a k t e b a t a s p a d a m e r u g i k a n k e p e n t i n g a n 

e k o n o m i n a s i o n a l , p e r l i n d u p g a n d a t a s t r a t e g i s , h a r k a t d a n m a r t a b a t b a n g s a . 
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p e r t a h a n a n d a n k e a m a n a n n e g a r a , k e d a u l a t a n n e g a r a , w a r g a n e g a r a , s e r t a b a d a 

h u k u m I n d o n e s i a . 

\ 



BAB. I l l 

PEMBAHASAN 

A. Kebijakan Formulasi Hukum Pidana Terhadap Tindak Pidana Teknologi 

Infomasi 

G l o b a l i s a s i t e k n o l o g i i n f o r m a s i y a n g t e l a h m e n g u b a h d u n i a k e e r a cyber 

d e n g a n s a r a n a i n t e r n e t y a n g m e n g h a d i r k a n cyberspace d e n g a n r e a l i t a s v i r t u a l n y a 

m e n a w a r k a n k e p a d a m a n u s i a b e r b a g a i h a r a p a n d a n k e m u d a h a n . A k a n t e t a p i d i 

b a l i k i t u , t i m b u l p e r s o a l a n b e r u p a k e j a h a t a n y a n g d i n a m a k a n cybercrime, b a i k 

s i s t e m j a r i n g a n k o m p u t e m y a i t u s e n d i r i y a n g m e n j a d s a s a r a n m a u p u n k o m p u t e r 

i t u s e n d i r i y a n g m e n j a d i s a r a n a u n t u k m e l a k u k a n k e j a h a t a n . T e n t u n y a j i k a k i t a 

m e l i h a t b a h w a i n f o r m a s i i t u s e n d i r i t e l a h m e n j a d i k o m d i t i m a k a u p a y a u n t u k 

m e l i n d u n g i a s e t t e r s e b u t s a n g a t d i p e r l u k a n . 

K e b i j k a n s e b a g a i u p a y a u n t u k m e l i n d u n g i i n f o r m a s i m e m b u t u h k a n s u a t u 

p e n g k a j i a n y a n g s a n g a t m e n d a l a m , m e n y a n g k u t a s p c k s o s i o l o g i s , f i l o s o f i s , 

y u r i d i s , d a n s e b a g a i n y a . T e k n o l o g i i n f o r m a s i s e k a r a n g i n i s a n g a t s t r a t e g i s d a n 

b e r d a m p a k l u a s t e r h a d a p a k t i f i t a s k e h i d u p a n m a n u s i a o l e h k a r e n a t u d i b u t u h k a n 

p e n g a t u r a n s e c a r a k h u s u s d e n g a n b e n t u k n y a s u a t u u n d a n g - u n d a n g y a n g d a p a t 

m e n a n g g u l a n g i k e j a h a t a n t e r h a d a p t e k n o l o g i i n f o r m a s i . 
\ 

P e r a t u r a n t e r h a d a p t e k n o l o g i i n f o r m a s i a g a r d i t e r i m a m a s y a r a k a t h a r u s 

m e m p e r t i m b a n g k a n s e m u a a s p i r a s i ( s u p r a s t m k t u r , i n f f a s t r u k t u r , k e p a k a r a n d a n 

a s p i r a s i i n t e m a s i o n a l ) d a n p e r l b a g a i k e p e t i n g a n h a m s d i s e l a r a s k a n d a n 

d i s e r a s i k a n . P e r s o a l a n k o m u n i k a s i m a s s a m e n e m p a t i p o s i s i y a n g s t r a t e g i s d a l a m 

.30 
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k e h i d u p a n d e m o k r a s i , d a n i n i a k a n b e r s e n t u h a n s e c a r a l a n g s u n g t i d a k h a n y a 

d e n g a n p e r s o a l a n s u p r e m a s i h u k u m y a n g b e r s i f a t "top down", m i s a l n y a u n t u k 

k e p e n t i n g a n k e a m a n a n n e g a r a , p c r s t u a n d a n k e s a t u a n a s i o n a l , t e t a p i j u g a 

s e b a l i k n y a "bottom up", s e b a b o r a n g c e n d e r u n g a k a n m e l e m p a r k a n b a n y a k 

p e r t a n y a a n k r i t i s . 

K e b i j a k a n h u k u m p i d a n a ( t a t a r a n a p l i k a t i f ) s a n g a t d i p e n g a r u h i s i s t e m 

h u k u m y a n g b e r l a k u s a a t i n i . H u k u m p i d a n a I n d o n e s i a y a n g a d a s a a t i n i d a n 

p e n g e m b a n g a n k e d e p a n d i p e n g a r u h i o l e h t r a d i s i h u k u m civil law. P o l i t i k h u k u m 

y a n g c e n d e r u n g m e n g a r a h p a d a t r a d i s i c /v /7 law m e n g a n d u n g k o s e k u e n s i s e b a g a i 

b e r i k u t : 

1. P e r a t u r a n p e r u n d a n g - u n d a n g a n h a r u s d i r u m u s k a n s e c a r a t e l i t i d a n l e n g k a p 

s e h i n g g a d i h a r a p k a n m a m p u m e n j a n g k a u s e m u a p e r m a s a l a h a n y a n g 

t i m b u l . 

2 . A s a s l e g a l i t a s d i t e m p a t k a n s e b a g a i l a n d a s a n y a n g b e r s i f a t f u n d a m e n t a l 

d a n d a l a m p e l a k s a n a a n n y a h a r u s d i j u n j u n g t i n g g i t a n p a k c c u a l i . 

3. O p e r a s i o n a l i s a s i p e r a t u r a n p e r u n d a n g - u n d a n g a n d i u p a y a k a n s e o p t i n a l 

m u n g k i n u n t u k m e n a n g a n i b e r b a g a i k a s u s y a n g b e r v a r i a s i d e n g a n 

p e n d a a t a n p e n a f s i r a n ( i n t e r p r e s t a s i ) . 

I n s t r u m e n h u k u m m e m b e r i k a n l a n d a s a n a t a u p e d o m a n b a g i p a r a p e n e g a k 

h u k u m y a n g a k a n d i t e r a p k a n k e p a d a p a r a p e l a k u cybercrime. S e b a g a i h u k u m 

p o s i t i f , p e m b u a t a n n y a t e n t u m e l a l u i m e k a n i s m e p e m b u a t a n p e r u n d a n g - u n d a n g a n 

d a n s e k a l i g u s m e l a k a t s i f a t ius constitutum, y a k n i m e n j a d i h u k u m p o s i t i f y a n g 

•*̂ Muladi, Demokrasi, Hak Asasi M a n u s i a dan Reformasi H u k u m di I n d o n e s i a , The 
Hbibis Center, Jakarta, 2002, him. 201 
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m e m b e r i k a n s a n k s i b a g i p e r i s t i w a a l a u p e r b u a t a n k r i m i n a l y a n g m e n g g u n a k a n 

k o m u t e r . 

P e m b e n t u k a n p e r a t u r a n p e r u n d a n g - u n d a n g a n d i d u n i a cyher p u n , 

b e r p a n g k a l p a d a k e i n g i n a n m a s y a r a k a t u n t u k m e n d a p a t k a n j a m i n a n k e a m a n a n , 

k e a d i l a n d a n k e p a s t i a n h u k u m . S e b a g a i n o r m a h u k u m cyber a t a u cyber law a k a n 

b e r s i f a t m e n g i k a t b a g i t i a p - t i a p i n d i v i d u - i n d i v i d u u n t u k t u n t k d a n m e n g i k u t i 

s e g a l a k a i d a h - k a i d a h y a n g t e r k a n d u n g d i d a l a m n y a . 

S e b e l u m d i u n d a n g k a n U n d a n g - u n d a n g N o m o r 1 1 t a h u n 2 0 0 8 t e t a n g 

I n f o r m a s i d a n T r a n s a k s i E l c k t r o n i k ( U U I T E ) y a n g m e n g a t u r s e c a r a k h u s u s 

t e n t a n g p e m a n f a a t a n t e k n o l o g i i n f o r m a s i , s e b e n a m y a I n d o n e s i a d a l a m p e r s o a l a n 

c y b e r c r i m e t i d a k a d a k e k o s o n g a n h u k u m , i n i t e r j a d i j i k a d i g u n a k a n m e t o d e 

p e n a f s i r a n y a n g d i k e n a l d a l a m i l m u h u k u m d a n i n i y a n g m e s t i n y a d i p e g a n g o l e h 

a p a r a t p e n e g a k h u k u m d a l a m m e n g h a d a p i p c r b u a t a n - p e r b u a t a n y a n g b e r d i m e n s i 

b a m y a n g s e c a r a k h u s u s b e l u m d i a t u r d a l a m u n d a n g - u d a n g . ^ * 

U p a y a m e n a f s i r k a n c y b e r c r i m e k e d a l a m p e r u n d a n g - u n d a n g a n K U H P d a n 

k h u s u s n y a u n d a n g - u n d a n g y a n g t e r k a i t d e n g a n p e r k e m b a n g a n t e k n o l o g i i n f o r m a s i 

t e l a d i l a k u k a n o l e h p e n e g a k h u k u m d a l a m m e n a n g a n i cybercrime s e l a m a i n i . 

S e b e l u m U U I T E d i u n d a n g k a n a d a b e b e r a p a k e t e n t u a n h u k u m p o s i t i f y a n g d a p a t 

d i t e r a p k a n d e n g a n k e b e n r a n i a n u n t u k m e l a k u k a n t e r o b o s a n d e n g a n p e n a f s i r a n 

h u k u m y a n g b e r k a i t a n d e n g a n t e k n o l o g i i n f o r m a s i k h u s u s n y a k e j a h a t a n y a n g 

b e r k a i t a n d e n g a i n t e r n e t . P e n a f s i r a n h u k u m d a p a t d i l a k u k a n m e l a l u i p e n a f s i r a n 

e k s e n t i f d a n a n a l o g i . 

"Badan Pembinaan Hukum Nasional, Perkembangan Pembangunan Hukum N a s i o n a l 
T e n t a n g Hukum Teknologi dan Informasi, BPHN Departemen Kehakiman Rl, 1995/1996, him. 32-
34 
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M e t o d e p e n a f s i r a n h u k u m y a n g d i l a k u k a n o l e h a p a r a t p e n e g a k h u k u m 

m e n j a d i h a l y a n g l o g i s u n t u k m e n g h i n d a r i k e k o s o n g a n h u k u m t e r h a d a p t i n d a k 

p i d a n a t e k n o l o g i i n f o r m a s i . P e n e r a p a n k e t e n t u a n - k e t e n t u a n h u k u m p o s i t i f 

s e b e l u m a d a n y a U U I T E t i d a k l a h s e d r h a n a k a r e n a k a r a k t e r s t i k cybercrime y a n g 

b e r s i f a t k h a s d a r i k e j a h a t a n k o n v e n s i o n a l / d i d u n i a b i a s a . S e b e l u m d i s y a h k a n n y a 

U U I T E t e r d a p a t b e b e r a p a p e r a t u r a n p e r u n d a n g - u n d a n g a n y a n g d a p a t d i g u n a k a n 

u n t u k m e n a n g g u l a n g i t i n d a k p i d a n a d i d u n i a m a y a . 

D a l a m u p a y a m e n a n n g a n i k a s u s k e j a h a t a n d u n i a m a y a , t e r d a p a t b e b e r a p a 

p a s a l d a l a m K U H P y a n g m e n g k r i m i n a l i s a s i cybercrime d e n g a n m e n g g u n a k a n 

m e t o d e i n t e r p r e s t a s i e k s t e n s i f ( p e r u m p a m a a n d a n p c r s a a a n ) t e r h a d a p p a s a l - p a s a l 

y a n g t e r d a p a t d a l a m K U H P . A d a p u n p a s a l - p a s a l y a n g d a p a t d i k e n a k a n d a l a m 

K U H P y a n g m e n g k r i m i n a l i s a s i t e r h a d a p k e j a h a t a n d u n i a m a y a , s e b a g a i m a n a 

d i k a t a k a n o l e h P e t r u s R e i n h a r d G o l o s e d i a n t a r a n y a a d a l a h : ^ ^ 

a . P a s a l 3 6 2 K U H P u n t u k k a s u s Carding d i m a n a p e l a k u m e n c u r i 

k a r t u k r e d i t m i l i k o r a n g l a i n w a l a u p u n t i d a k s e c a r a f i s i k k a r e n a 

h a n y a n o m o r k a r t u n y a s a j a y a n g d i a m b i l d e n g a n m e n g g u n a k a n 

software card generator d i i n t e r n e t u n t u k m e l a k u k a n t r a n s a k s i d i 

E-Commerce. 

b . P a s a l 3 7 8 K U H P u n t u k p e n i p u a n d e n g a n s e o l a h - o l a h m e n a w a r k a n 

d a n m e n j u a l s u a t u p r o d u k a t a u b a r a n g d e n g a n m e m a s a i i g i k l a n d i 

s a l a h s a t u website s e h i n g g a o r a n g t e r t a r i k u n t u k m e m b e l i n y a l a l u 

m e n g i r i m k a n u a n g k e p a d a p e m a S f t U g i k l a n . 

"Petrus Reinhard Golose, Perkembqnggn Cybercrime dan Upaya Penanggulangannya di 
Indonesia O l e h P o l r i , Buletin Hukum Perbankan dan Kebanksentralan, Volume 4 Nomor 2, 
Jakarta, Agusntus 2006, hm. 38-39 
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c . P a s a l 3 3 5 K U H P d a p a t d i k e n a k a n u n t u k k a s u s p e n g a n c a m a n d a n 

p e m e r a s a n y a n g d i l a k u k a n m e l a l u i e-mail. 

d . P a s a l 3 3 1 K U H P d a p a t d i k e n a k a n u n t u k k a s u s p e n c e m a r a n n a m a 

b a i k d e n g a n m e n g g u n a k a n m e t o d e i n t e r n e t . M o d u s n y a a d a l a h 

p e l a k u m e n y e b a r k a n e-mail k e p a d a t e m a n - t e m a n k o r b a n t e n t a n g 

s u a t u c e r i t a y a n g t i d a k b e n a r a t a u m e n g i r i m k a n e-mail s e c a r a 

b e r a n t a i m e l a l u i mailing list {millis) t e n t a n g b e r i t a y a n g t i d a k 

b e n a r . 

e . P a s a l 3 0 3 K U H P d a p a t d i k e n a k a n u n t u m e n j e r a t p e r m a i n a n j u d i 

y a n g d i l a k u k a n s e c a r a on-line d i i n t e r n e t d e n g a n p e n y e l e n g g a r a 

d a r i I n d o n e s i a . 

f . P a s a l 2 8 2 K U H P d a p a t d i k e n a k a n u n t u k p e n y e b a r a n p o m o g r a f i 

m a u p u n website p o r n o y a n g b a n y a k b e r e d a r d a n m u d a h d i a k s e s d i 

i n t e r n e t . 

g . P a s a l 2 8 2 d a n 3 1 1 K U H P d a p a t d i k e n a k a n u n t u k p e n y e b a r a n f o t o 

a t a u f i l m p r i b a d i s e s e o r a n g y a n g v u l g a r d i i n t e r n e t . 

h . P a s a l 3 7 8 d a n 2 6 2 K U H P d a p a t d i k e n a k a n p a d a k a s u s carding, 

k a r e n a p e l a k u m e l a k u k a n p e n i p u a n s e o l a h - o l a h i n g i n m e m b e l i 

s u a t u b a r a n g d a n m e m b a y a r d e n g a n k a r t u k r e d i t y a n g n o m o r k a r t u 

k r e d i t n y a m e r u p a k a n h i i s i l c u r i a n . 

i . P a s a l 4 0 6 K U H P d a p a t d i k e n a k a n p a d a k a s u s deface s u a t u website, 

k a r e n a p e l a k u s e t e l a h b e r h a s i l m e m a s u k i website k o r b a n . 
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s e l a n j u t n y a m e l a k u k a n p e n g r u s a k a n d e n g a n c a r a m e n g g a n l i 

t a m p i l a n a s l i d a r i website t e r s e b u t . 

T e r h a d a p p e r b u a t a n d a l a m k e t e n t u a n - k e t e n t u a n p a s a l d i a t a s , m a s a l a h 

y a n g t i m b u l a d a l a h i n l e r p r e t a s i t e r h a d a p u n s u r - u n s u r p a s a l k a r e n a r u m u s a n p a s a l -

p a s a l t e r s e b u t t i d a k d i s e b u t k a n d a t a k o m p u t e r a t a u i n f o r m a s i y a n g d i h a s i l k a n 

k o m p u t e r . P e r k e m b a n g a n t c k n o l o g i i n f o r m a s i s e i r i n g b e r k e m b a n g n y a s i s t e m 

j a r i n g a n k o m p u t e r t e l a h m e n g u b a h p a n d a n g a n k o n v e n s i o n a l t e r h a d a p u n s u r e 

b a r a n g a t a u b e n d a s e b a g a i a l a t b u k t i m e n j a d i d i g i t a l evidence a t a u a l a t b u k t i 

e i e k t r o n i k b a i k s e b a g a i m e d i a s e p e r t i disket, tape storage, disk storage, compact 

disk, hard disk, USB, flash disk d a n h a s i l c e t a k a n b u k t i e l e k t r o n i s t e r s e b u t . 

J a r i n g a n k o m p u t e r y a n g m e n g h a s i l k a n cyberspace a d a k o m u n i t a s 

v i r t u a l n y a b e r k e m b a n g s e i r i n g d e n g a n b e r k e m b a n g n y a k e j a h a t a n y a n g 

m e n g h a s i k a n t i n d a k p i d a n a y a n g d i a n g g a p d a h u l u t i d a k m u n g k i n p a d a s a a t 

s e k a r a n g i n i m e n j a d i m u n g k i n d a m p a k n y a d a p a t d i r a s a k a n d i l u a r t e m p a t / w i l a y a h 

n e g a r a . O l e h k a r e n a i t u p e n e r a p a n p a s a l - p a s a l K U H P s u d a h t i d a k r c l e v a n d a l a m 

p e n a n g g u l a n g a n t i n d a p i d a n a t e n o l o g i i n f o r m a s i . 

N e g a r a I n d o n e s i a t e l a h m e m b u a t k e b i j a k a n y a n g b e r h u b u n g a n d e n g a n 

h u k u m t e k n o l o g i i n f o r m a s i {law of information technology) s e t e l a h 

d i u n d a n g k a n n y a U n d a n g - u n d a n g N o m o r 1 1 T a h u n 2 0 0 8 t e n t a n g I n f o r m a s i d a n 

T r a n \ ; a k s i E i e k t r o n i k ( U U I T E ) p a d a T a n g g a l 2 1 A p r i l 2 0 0 8 o l e h M e n t e r i H u k u m 

d a n H a k A s a s i M a n u s i a . P r o d u k h u k u m y a n g b e r k a i t a n d e n g a n r u a n g s i b e r {cyber 

space) a t a u m a y s n t a r a i n i d i a n g g a p o l e h p e m e r i n t a h p e r l u u n t u k m e m b e r i k a n 
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k e a m a n a n d a n k e p a s t i a n h u k u m d a l a m p e m a n l a a t a n t e k n o l o g i i n r o r m a s i , m e d i a , 

d a n k o m u n i k a s i a g a r d a p a t b e r k e m b a n g s e c a r a o p t i m a l . 

K r i t i k m a s y a r a k a t b a g i d a r i a k a d e m i s i , a p a r a t p e n e g a k h u k u m , p a r a 

bloggers t e r u t a m a h a c k e r p a d a s a a t d i s y a h k a n n y a U U WM a d a l a h h a l y a n g w a j a r 

d i e r a d c m o k r a t i s a s i s e p e r t i s a a t i n i . K a r e n a d a l a m m e r u m u s k a n p e r a t u r a n h u k u m 

d e w a s a i n i h a r u s m e m p e r t i m b a n g k a n s e c a r a k o m p r e h e n s i f b c r a g a d i m e n s i 

p e r s o a l a n . D i s i n i o r a n g a k a n m e m p e r s o a l k a n h a k - h a k w a r g a s e p e r t i k e b e b a s a n 

b e r e k s p r e s i , k e b e b a s a n m e d i a , d a n m a s a l a h - m a s a l h H A M s e p e r t i : p e r s o a l a n 

p r i v a s i , h a k u n t u k m e m p e r o l e h i n f o r m a s i , d a n s e b a g a i n y a y a n g s a a t i n i s a n g a t 

d i p c r h a t i k a n d a l a m l e g i s l a s i p o s i t i f n a s i o n a l . D i s i n i l a h r e l e v a n s i p e r s o a l a n h a k 

d a n k e w a j i b a n m e n j a d i p e n t i n g . 

P e n a n g g u l a n g a n k e j a h a t a n d i d u n i a m a y a t i d a k t c r l e p a s d a r i k e b i j a k a n 

p e n a n g g u l a n g a n k e j a h a t a n a t a u y a n g b i a s a d i k e n a l d e n g a n i s t i l a h " p o l i t i k 

k r i m i n a l " m e n u r u t S u d a r t o p o l i t i k k r i m i n a l m e r u p a k a n s u a t u u s a h a a n g r a s i o n a l 

d a r i m a s y a r a k a t d a l a m m e n a n g g u l a n g i k e j a h a t a n " . ' * ' ' O l e h k a r e n a i t u t u j u a n 

p e m b u a t a n U U I T E t i d a k t c r l e p a s d a r i t u j u a n p o l i t i k c r i m i n a l y a i t u s e b a g a i u p a y a 

u n t u k k e s e j a h t e r a a n s o s i a l {social welfare) d a n u n t u k p e r l i n d u n g a n m a s y a r a k a t 

{social defence). 

E v a l u a s a i t e r h a d a p k e b i j a k a n d i d u n i a m a y a n t a r a t e t a p d i p e r l u k a n 

s e k i r a n y a a d a k e l e m a h a n k e b i j a k a n f o r m u l a s i d a l a m p e r u n d a n g - u n d a n g a n 

t e r s e b u t . M e n u r u t B a r d a N a w a w i A r i e f e v a l u a s a i a t a u k a j i a n u l a n g p e r l u 

d i l a k u k a n , k a r e n a a d a k e l e r k a i t a n e r a t a n t a r a k e b i j a k a n f o r m u l a s i p e r u n d a n g -

Sudarto, Hukum dan Hukum Pidana, Op. Cit, him. 38 
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u n d a n g a n {legaslative policy) d e n g a n k e b i j a k a n p e n e g a k a n h u k u m {law 

enforcement policy) d a n k e b i j a k a n p e m b e r a n t a s a n / p e n a n g u l a n g a n k e j a h a n t a n 

{criminal policy). K e l e m a h a n k e b i j a k a n f o r m u l a s i h u k u m p i d a n a , a k a n 

b e r p e n g a r u h p a d a k e b i j a k a n p e n e g a k a n h u k u m p i d a n a d a n k e b i j a k a n 

p e n a n g g u l a n g a n k e j a h a t a n . ' " 

D i l i h a t d a r i p e r s f e k t i f h u k u m p i d a n a m a k a k e b i j a k a n f o r m u l a s i h a r u s 

m e m p e r h a t i k a n h a r m o n i s a s i i n t e r n a l d e n g a n s i s t e m h u k u m p i d a n a a t a u a t u r a n 

p e m i d a n a a n u m u m y a n g b e r l a k u s a a t i n i . T i d a k l a h d a p a t d i k a t a k a n t e r j a d i 

h a r m o n i s a s i / s i n k r o n i s a s i a p a b i l a k e b i j a k a n f o r m u l a s i b e r a d a d i l u a r s i s t e m h u k u m 

p i d a n a y a n g b e r l a k u s a a t i n i . 

P e n a n g g u l a n g a n k e j a h a t a n d e n g a n s i s t e m h u k u m p i d a n a p a d a t a h a p a n 

f o r m u l a s i p a d a i n t i n y a m e n u r u t N i l s J a r e b o r g m e n c a k u p t i g a m a s a l a h p o k o k 

s t r u k t u r s i s t e m h u k u m p i d a n a , y a i t u m a s a l a h : 

1 . P e r u m u s a n t i n d a k p i d a n a / k r i m i n a l i s a s i d a n p i d a n a y a n g d i a n c a m k a n 

{criminalization and threatened punishment) 

2 . P e m i d a n a a n {adjudication of punishment sentencing) 

3 . P e l a k s a n a a n p i d a n a {execution of punishment)!^^ 

""Barda Nawawi Areif, Masalah Penegakan Hukum dan Kebijakan Hukum Pidana dalam 
Penanggulangan Kejahatan, Op. Cit, him. 214-215 

'*U6/rf,hlm.215 
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U. Kebijakan Penegakan Hukum Dalam Upaya Penanggulangan Tindak 

Pidana Teknologi Informasi 

K e b i j a k a n p e n e g a k a n h u k u m i n i m e i i p u t i p r o s e s a p a y a n g d i n a m a k a n 

s e b a g a i k e b i j a k a n k r i m i n a l a t a u criminal policy. K o n s e p d a r i k e b i j a k a n 

p e n e g a k a n h u k u m i n i l a h y a n g n a n t i n y a a k a n d i a p l i k a s i k a n m e l a l u i t a t a r a n 

i n s t i t u s i o n a l m e l a l u i s u a t u s i s t e m y a n g d i n a m a k a n Criminal Justice System. 

( S i s t e m P e r a d i l a n P i d a n a ) , k a r e n a n y a a d a s u a t u k e t e r k a i t a n a n t a r a k e b i j a k a n 

p e n e g a k a n h u k u m d e n g a n S i s t e m P e r a d i l a n P i d a n a , y a i t u s u b s i s t e d a r i S i s t e m 

P e r a d i l a n P i d a n a i n i l a h y a n g n a n t i n y a a k a n m e l a k s a n a k a n k e b i j a k a n p e n e g a k a n 

h u k u m b e r u p a p e n c e g a h a n d a n p e n a n g g u l a n g a n t c r j a d i n y a s u a t u k e j a h a t a n 

d i m a n a p e r a n - p e r a n d a r i s u b s i s t e m i n i a k a n m e n j a d i l e b i h acceptable b e r s a m a -

s a m a d e n g a p e r a n m a s y a r a k a t n y a . T a n p a p e r a n m a s y a r a k a t , k e b i j a k a n p e n e g a k a n 

h u k u m a k a n m e n j a d i t i d a k o p l t m a l i s t i s s i f a t n y a / ^ 

P e r k e m b a n g a n t e k n o l o g i i n f o r m a s i d i e r a g l o b a l i s a s i y a n g s e m a k i n 

b e r k e m b a n g , d i b a r e n g i d e n g a n p e m b e n t u k a n h u k u m t e k n o l o g i i n f o r m a s i d e w a s a 

i n i h e n d a k n y a d i i k u t i d e n g a n l a n g k a h - l a n g k a h a n t i s i p a t i f o l e h a p a r a t p e n e g a k 

h u k u m u n t u m e n c a p a i k e s e i m b a n g a n d a n l a t a p e r g a u l a n d i t e n g a h - i e n g a h 

k e h i d u p a n k e l o m p o k , g o l o n g a n , r a s d a n s u k u , s e r t a m a s y a r a k a t , d i d a l a m s u a t u 

n e g a r a m a u p u n d a l a m h u b u n g a n d e n g a n p e r g a u l a n d i k a w a s a n r e g i o n a l d a n 

i n t e m a s i o n a l . ^ 

M a s a l a h p o k o k p e n e g a k a n h u k u m s e b e n a m y a t e r l e t a k p a d a f a c t o r - f a k t o r 

y a n g m u n g k i n m e m p c n g a r u h i n y a . M e n u r u t S o e r j o n o S e k a n t o y a n g 

"̂ Îndriyanto Seno Adjl, Korupsi Sistematik dan K e n d a l a Penegak H u k u m di I n d o n e s i a , 
Jumal Sudi Kepolisian Perguruan Tinggi Ilmu Kepolislan, Restu Agung, 2005, him. 9 
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m e m p c n g a r u h i p e n e g a k a n h u k u m t e r s e b u t m e m p u n y a i a r t i y a n g n e t r a l , s c h i n g g a 

d a m p a k p o s i t i f a t a u n e g a t i f n y a t e r l e t a k p a d a i s i f a k t o r - f a k t o r t e r s e b u t . F a k t o r -

f a k t o r t e r s e b u t adalah: '*'* 

1 . F a k t o r h u k u m n y a s e n d i r i ( u n d a n g - u n d a n g ) 
2 . F a k t o r p e n e g a k h u k u m y a k n i p i h a k y a n g m e m b e n t u k m a u p u n m e n e r a p k a n 

h u k u m 
3 . F a k t o r s a r a n a a t a u f a s i l i t a s y a n g m e n d u k u n g p e n e g a k a n h u k u m 
4 . F a k t o r m a s y a r a k a t , y a k n i l i n g k u n g a n d i m a n a h u k u m t e r s e b u t b e r l a k u a t a u 

d i t e r a p k a n 
5 . F a k t o r k e b u d a y a a n , y a k n i s e b a g a i h a s i l k a r y a , c i p t a , d a n r a s a y a n g 

d i d a s a r k a n p a d a k a r s a m a n u s i a d a l a m p e r g a u l a a n h i d u p . 

B e r d a s a r k a n k e 5 ( l i m a ) f a k t o r d i a t a s , m e n u r u t S u t a r m a n d a l a m m e n j a m i n 

k e a m a n a n , k e a d i l a n d a n k e p a s t i a n h u k u m d a l a m p e n e g a k a n h u k u m (law 

inforcemeni) d i d u n i a cyber d a p a t t e r l a k s a n a d e n g a n b a i k m a k a h a r u s d i p e n u h i 4 

( e m p a t ) s y a r a t y a i t u : ' * ^ 

} . A d a n y a a t u r a n p e r u n d a n g - u n d a n g a n k h u s u s y a n g m e n g a t u r d u n i a cyber 

2 . A d a n y a l e m b a g a y a n g a k a n m e n j a l a n k a n p e r a t u r a n y a i t u p o l i s i , j a k s a d a n 

h a k i m k h u s u s m e n a n g a n i cybercrime 

3 . A d a n y a f a s i l i t a s a t a u s a r a n a u n t u k m e n d u k u n g p e l a k s a n a a n p e r a t u r a n i t u 

4 . K e s a d a r a h u k u m d a r i m a s y a r a k a t y a n g t e r k e n a p e r a t u r a n . 

S e l a i n k e 4 ( e m p a t ) s y a r a t t e r s e b u t p e n e g a k a n h u k u m d i d u n i a m a y a j u g a 

s a n g a t t e r g a n t u n g d a r i p e m b u k t i a n d a n y u r i s d i k s i y a n g d i t e n t u k a n o l e h u n d a n g -

u n d a n g . ^ 

S a a t i n i I n d o n e s i a m e m i l i k i cyber law u n t u k m e n g a t u r d u n i a m a y a b e r i k u t 

s a n k s i b i l a t e r j a d i cybercrime b a i k d i w i l a y a h I n d n e s i a m a u p u n d i l u a r w i l a y a h 

Soeijono Soekanto, Faktor-faktor Yang M e m p e n g a r u h i Penegakan H u k u m , Raja 
GrafindoPersada, Jakarta, 2005, him. 8 

^^Sutarman, Cybercrime: Modus Operandi dan P e n a n g g u l a n g a n n y a , Laksbang 
Pressindo, Yogyakarta, 2007, him. 108-109 
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h u k u m I n d o n e s i a y a n g a k i b a t n y a d i r a s a k a n d i I n d o n e s i a . Cybercrime t c r u s 

b e r k e m b a n g s e i r i n g d e n g a n r e v o l u s i t e k n o l o g i i n f o r m a s i y a n g m c m b a l i k k a i i 

p a r a d i g m a l a m a t e r h a d a p k e j a h a t a n k o n v e n s i o n a l k e a r a h k e j a h a t a n v i r t u a l d e n g a n 

m e m a n f a a t k a n i n s t r u m e n t e i e k t r o n i k t e t a p i a k i b a t n y a d a p a t d i r a s a k a n s e c a r a 

n y a t a . 

P e n a n g g u l a n g a n cybercrime o l e h a p a r a t p e n e g a k h u k u m s a n g a t 

d i p e n g a r u h i o l e h a d a n y a p e r a t u r a n p e r u n d a n g - u n d a n g a n . P e n e g a k a n h u k u m 

cybercrime d i l a k u k a n d e n g a n m e n a f s i r k a n cybercrime k e d a l a m p c r u n d a n g -

u j d a n g a n K U H P d a n k h u s u s n y a u n d a n g - u n d a n g y a n g t e r k a i t d e n g a n 

p e r k e m b a n g a n t e k n o l o g i i n f o r m a s i s e p e r t i : 

1 . U n d a n g - u n d a n g N o m o r 3 6 t a h u n 1 9 9 9 t e n t a n g T e l e k o m u n i k a s i 

2 . U n d a n g - u n d a n g N o m o r 1 9 t a h u n 2 0 0 2 t e n t a n g H a k C i p t a 

3 . U n d a n g - u n d a n g N o m o r 2 5 t a h u n 2 0 0 3 t e n t a n g P e r u b a h a n a t a s U n d a n g -

u n d a n g N o m o r 15 t a h u n 2 0 0 2 t e n t a n g T i n d a k P i d a n a P e n c u c i a n U a n g 

4 . U n d a n g - u n d a n g N o m o r 15 t a h u n 2 0 0 3 t e n t a n g P e m b e r a n t a s a n T i n d a k 

P i d a n a T e r o r i s m e . 

P e n a f s i r a n t e r s e b u t d a p a t d i l a k u k a n o l e h a p a r a t p e n e g a k h u k u m m e l a l u i 

m e t o d e p e n a f s i r a n e k s t e n s i f b u k a n a n a l o g i . M o e l j a t n o m e m b e r i k * i n b a t a s a n 

p e n g e r t i a n t e r h a d a p p e n a f s i r a n e k s t e n s i f d a n a n a l o g i . P e n a f s j r ^ e k s t e n s i f q d q l a h 

p e r k a t q a n y a n ^ d i b e r i a r t i m e p u r u t m a k n a y a n g h i d u p d a l a m m a s y p f p k a t s e k a r a n g 

d a n t e t a p b e r p e g a n g p a d a a t u r a n y a n g a d a . S e d a n g k a n d a l a m p e n a f s i r a n a n a l o g i . 
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p e r b u a t a n y a n g m e n j a d i s o a l i t u t i d a k b i a s d i m a s u k k a a n d a l a m a t u r a n y a n g a d a , 

b e r p e g a n g p a d a r a t i o . ' " ' 

P e n a f s i r a n h u k u m m e l a l u i a n a l o g i m e n u r u t S u d a r t o a r l i n y a m e m p e r l u a s 

b e r l a k u n y a s u a t u p e r a t u r a n d e n g a n m e n g a b s t r a k s i k a n n y a m e n j a d i a t u r a n h u k u m 

y a n g m e n j a d i d a s a r d a r i p e r a t u r a n i t u (ratio legis) d a n k e m u d i a n m e n a r a p k a n 

a t u r a n y a n g b e r s i f a t u m u m i n i k e p a d a p e r b u a t a n k o n k r i t y a n g t i d a k d i a t u r d a l a m 

u n d a n g - u n d a n g / ^ 

P e n e r a p a n h u k u m p o s i t i f t e r s e b u t t i d a k l a h s e d e r h a n a m e n g i n g a t 

k a r a k t e r i s t i k cybercrime y a n g b e r s i f a t k h a s . M e t o d e p e n a f s i r a n s e c a r a a n a l o g i 

b a g a i m a n a p u n j u g a t i d a k d i p e r b o l e h k a n . N a m u n p e n a f s i r a n e k s t e n s i f 

d i p e r b o l e h k a n , a g a r t i d a k t e r j a d i p e n a f s i r a n a a l o g i , m a k a k e b i j a k a n 

p e n a n g g u l a n g a n t i n d a p i d a n a t e k n o l o g i i n f o r m a s i m e l a l u i U U I T E d a p a t m e n j a d i 

s o l u s i d a l a m m e l i n d u n g i i n t e r n e t d a n p e n g g u n a n y a 

I n s t r u m e n h u k u m cyber d e n g a n k e l u a m y a U U I T E m e m b e r i k a n l a n d a s a n 

a t a u p e d o m a n b a g i p a r a p e n e g a k h u k u m y a n g a k a n d i t e r a p k a n p a d a p a r a p e l a k u 

cybercrime. U U I T E d i h a r a p k a n s e b a g a i k e k u a t a n p e n g e n d a l i d a n p e n e g a k 

k e t e r t i b a n b a g i k e g i a t a n p e m a n f a a t a n a n a l o g i i n f o r m a s i t i d a k h a n y a t e r b a t a s p a d a 

k e g i a t a n i n t e r n e t , t e t a p i s e m u a k e g i a t a n y a n g m e m a n f a a t k a n p e r a n g k a t k o m p u t e r , 

d a n i n s t r u k e n e i e k t r o n i k l a i n n y a . 

P e n e g a k h u k u m d i I n d o n e s i a m e n g a l a m i k e s u l i t a n d a l a m m e n g h a d a p i 

m e r e b a k n y a cybercrime. H a l i n i d i l a t a r b e l a k a n g i m a s i h s e d i k i t n y a a p a r a t p e n e g a k 

h u k u m y a n g m e m a h a m i s e l u k b e l u k t e k n o l o g i i n f o r m a s i (internet), d i s a m p i n g i t u 

^^oeljatno, Asas-asas Hukum P i d a n a , Cetakan V I , Rineka Cipta, Jakarta, 2000, him. 28 
""Sudarto, Hukum P i d a n a . I, Yayasan Sudarto, Semarang, 1990, him. 23 
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a p a r a t p e n e g a k h u k u m d i d a c r a h p u n b e l u m s i a p d a l a m r n e n g a n t i s i p a s i m a r a k n y a 

k e j a h a t a n i n i k a r e n a m a s i h b a n y a k a p a r a t p e n e g a k h u k u m y a n g g a g a p t e k n o l o g i 

" g a p t e k " h a l i n i d i s e b a b k a n o l e h m a s i h b a n y a k n y a i n s t i t u s i - i n s t i t u s i p e n e g a k 

h u k u m d i d a e r a h y a n g b e l u m d i d u k u n g d e n g a n j a r i n g a n i n t s c r n e t . 

F a k t o r y a n g m e m p e n g a r u h i p e n e g a k h u k u m s e l a n j u t n y a a d a l a h s a r a n a d a n 

f a s i l i t a s , t a n p a a d a n y a s a r a n a a t a u f a s i l i t a s , m a k a t i d a k m u n g k i n p e n e g a k a n 

h u k u m a k a n b e r l a n g s u n g d e n g a n l a n c e r . S a r a n a a t a u f a s i l i t a s t e r s e b u t a n t a r a l a i n , 

m e n c a k u p t e n a g a m a n u s i a y a n g b e r p e n d i d i k a n d a n t e r a m p i l , o r g a n i s a s i y a n g b a i k , 

p e r a l a t a n y a n g m e m a d a i , k e u a n g a n y a n g c u k u p , d a n s e t e r u s n y a . K a l a u h a l - h a l i t u 

t i d a k t e r p e n u h i , m a k a m u s t a h i l p e n e g a k a n h u k u m a k a n m c n c a p a t u j u a n . 

S a r a n a a t a u f a s i l i t a s k o m p u t e r h a m p i r d i m i l i k i o l e h s e m u a k e s a t u a n a p a r a t 

p e n e g a k h u k u m , n a m u n m a s i h s e b a t a s u n t u k k e p e r l u a n m e n g e t i k . A l a t i n i a k a n 

s a n g a t m e m b a n t u m a n a k a l a d i l e n g k a p i d e n g a n a k s e s i n t e r n e t . K i r a n g n y a s a r a n a 

d a n p e r a s a r a n a d a l a m p e n a g a k a n h u k u m cybercrime, s a n g a t b e r p e n g a r u h t e r h a d a p 

k i n e r j a a p a r a t p e n e g a k h u k u m d a l a m m e n g h a d a p i high-lech crimes. A p a r a t 

p e n e g a k h u k u m p e r l u i n f o r m a s i y a n g d a p a t d i a k s e s m e l a l u i j a r i n g a n i n t e r n e t . 

F a k t o r p e n e g a k a n h u k u m s e l a n j u t n y a a d a l a h k e a s a d a r a n m a s y a r a k a t . 

D a l a m k o n s e p k e a m a n a n m a s y a r a k a t m o d e m , s i s t e m k e a m a n a n b u k a n l a g i 

t a n g g u n g j a w a b p e n e g a k h u k u m s c m a t a , n a m u n m e n j a d i t a n g g u n g j a w a b b e r s a m a 

s e l u r u h e l e m e n m a s y a r a k a t . D a l a m p a n d a n g a n k o n s e p i n i , m a s y a i a k a t d i s a m p i n g 

s e b a g a i o b j e k j u g a s e b a g a i s u b j c k . S e b a g a i s u b j e k , m a s y a r a k a t a d a l a h p e l a k u 

a k t i v i t a s k o m u n i k a s i a n t a r a y a n g s a t u d e n g a n y a n g l a i n , s e r t a p e n g g u n a j a s a 
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k e g i a t a n i n t e r n e t d a n m e d i a l a i n n y a . S e b a g a i o b j e k , m a s y a r a k a t d i j a d i k a n s a s a r a n 

d a n k o r b a n k e j a h a t a n b a g i s e g e n a p a k t i v i t a s k r i m i n a l i s a s i i n t e r n e t . 

T a n g g u n g j a w a b b e r s a m a a t a s k e a m a n a n d a n k e t e r t i b a n d i t e n g a h 

m a s y a r a k a t d a l a m k o n s e p m o d e m d i s e b u t community policing. S a l a h s a t u m o d e l 

p e n g a m a n a n d a n p e n e g a k a n h u k u m y a n g p r o f e s s i o n a l d i n e g a r a - n e g a r a m a j u . 

S e m u a e l e m e n m a s y a r a k a t d e n g a n k e s a d a r a n p e n u h t e r p a n g g i l d a n b e r t a n g g u n g 

j a w a b a t a s k e a m a n a n d a n k e t e r t i b a n . 

D i l i b a t k a n n y a m a s y a r a k a t d a l a m s t r a t e g i p e n c e g a h a n k e j a h a t a n 

m e m p u n y a i 2 ( d u a ) t u j u a n p o k o k , m e n u r u t M o h a m m a d K e m a l D e r m a w a n , 

a d a l a h : 

1. M e n g e l i m i n i r f a k t o r - f a k t o r k r i m i n i g e n y a n g a d a d a l a m m a s y a r a k a t 

2 . m e n g g e r a k k a n p o t e n s i m a s y a r a k a t d a l a m h a l m e n c c g a h d a n m e n g u r a n g i 

ke j aha t an . "** 

S a m p a i s a a t i n i , k e s a d a r a n h u k u m m a s y a r a k a t u n t u k m e l a k u k a n 

p e n g a m a n a n d a n m e r e s p o n a k t i v i t a s cybercrime m a s i h d i r a s a k a n k u r a n g . H a l i n i 

d i s e b a b k a n a n t a r a I a i n o l e h k u r a n g n y a p e m a h a m a n d a n p e n g e t a h u a n [lack of 

information) m a s y a r a k a t t e r h a d a p j e n i s k e j a h a t a n cybercrime. Lack of 

information i n i m e n y e b a b k a n u p a y a p e n a n g g u l a n g a n cybercrime m e n g a l a m i 

k e n d a l a , d a l a m h a l i n i k e n d a l a y a n g b e r k e n a a n d e n g a n p e n a t a a n h u k u m d a n 

p r o s e s p e n g a w a s a n {controlling^ m a s y a r a k a t t e r h a d a p s e t i a p a k t i v i t a s y a n g d i d u g a 

b e r k a i t a n d e n g a n cybercrime. 

Mohammde Kemal Dermawan, Strategi Pencegahan K e j a h a t a n , Citra Aditya Bhakti, 
Bandung, 1994, him. 10 
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M e l a l u i p e m a h a m a n y a n g k o m p r e h e n s i f m e n g e n a i cybercrime, p e r a n 

m a s y a r a k a t m e n j a d i s a n g a t p e n t i n g d a l a m u p a y a p e n g a w a s a n , k e t i k a m a s y a r a k a t 

m e n g a l a m i lack of information, p e r a n m e r e k a a k a n m e n j a d m a n d u l . S e b a l i k n y a 

k e t i k a m a s y a r a k a t m e m a h a m i b a h w a cybercrime m e r u p a k a n t i n d a k p i d a n a y a n g 

h a r u s d i t a n g g u l a n g i , m a s y a r a k a t a k a n m e n g a n t i s i p a s i n y a a t a u m e l a p o r k a n n y a 

k e p a d a a p a r a t k e p o l i s i a n s e t e m p a t . 

\ 

1 
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P E N U T U P 

D a r i a p a y a n g t e l a h d i u r a i k a n d a l a m b a b - b a b t e r d a h u l u , t e r u t a m a y a n g a d a 

s a n g k u t p a u t n y a d e n g a n p e r m a s a l a h a n , m a k a d a p a t d i t a r i k k e s i m p u l a n d a n s a r a n -

s a r a n s e b a g a i b e r i k u t . 

A . Kesimpulan 

1 . K e b i j a k a n f o r m u l a s i h u k u m p i d a n a t e r h a d a p t i n d a k p i d a n a t e k n o l o g i 

i n f o r m a s i a d a l a h : h a r u s m e m p e r h a t i k a n h a r m o n i s a s i i n t e r n a l d e n g a n 

s i s t e m h u k u m p i d a n a a t a u a t u r a n p e m i d a n a a n u m u m y a n g b e r l a k u s a a t i n i . 

T i d a k l a h d a p a t d i k a t a k a n t e r j a d i h a r m o n i s a s i / s i n k r o n i s a s i a p a b i l a 

k e b i j a k a n f o r m u l a s i b e r a d a d i l u a r s i s t e m h u k u m p i d a n a y a n g b e r l a k u s a a t 

i n i . 

2 . K e b i j a k a n p e n e g a k a n h u k u m d a l a m u p a y a p e n a n g g u l a n g a n t i n d a k p i d a n a 

t e k n o l o g i i n f o r m a s i a d a l a h : 

a. A d a n y a a t u r a n p e r u n d a n g - u n d a n g a n k h u s u s y a n g m e n g a t u r d u n i a 

cyher 

b. A d a n y a l e m b a g a y a n g a k a n m e n j a l a n k a n p e r a t u r a n y a i t u p o l i s i , 

j a k s a d a n h a k i m k h u s u s m e n g e n a i cybercrime 

c . A d a n y a f a s i l i t a s a t a u s a r a n a u n t u k m e n d u k u n g p e l a k s a n a a n 

p e r a t u r a n i t u 

d . K e s a d a r a n h u k u m d a r i m a s y a r a k a t y a n g t e r k e n a p e r a t u r a n . 

4 5 
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B. Saran-saran 

1. H e n d a k n y a h a r m o n i s a s i i n t e r n a l d e n g a n s i s t e m h u k u m p i d a n a a t a u a t u r a n 

u m u m y a n g b e r l a k u b e n a r - b e n a r d i p c r h a t i k a n a g a r k e b i j a k a n f o r m u l a s i 

h u k u m p i d a n a t e r h a d a p t i n d a k p i d a n a t e k n o l o g i i n f o r m a s i s a a t i n i b e n a r -

b e n a r d a p a t d i l a k s a n a k a n . 

2 . P e r l u d i l a k u k a n p c n y u l u h a n k e p a d a m a s y a r a k a t m e n g e n a i p e n e g a k a n h u k u m 

i n f o r m a s i , a g a r m a s y a r a k a t m e n g e t a h u i n y a s e h i n g a t e r j a m i n k e a m a n a n , 

k e a d i l a n d a n k e p a s t i a n h u k u m n y a . 

\ 



DAFTAR PUSTAKA 

Buku-buku: 

A b d u l W a h i b d a n M o h a m m a d L a b i b , Kejahatan Mayantara (Cybercrime), R a f i k a 
A d i t a m a , B a n d u n g , 2 0 0 5 

A g u s R a h a r d j o , Cybercrime Pemahaman dan Upaya Pencegahan Kejahatan 
Berteknologi, C i t r a A d i t y a B a k t i , B a n d u n g , 2 0 0 2 

A n d i H a m z a h , Aspek-aspek Pidana di Bidang Komputer, R a j a G r a f i n d o P e r s a d a , 
J a k a r t a , 1 9 9 8 

B a m b a n g S u n g g o n o , Metode Penelitian Hukum, R a j a G r a f i n d o P e r s a d a , J a k a r t a , 
1 9 9 7 

B a r d a N a w a w i A r i e f , Masalah Peegakan Hukum dan Kebijakan Hukum Pidana 
Dalam Menanggulangi Kejahatan, K e n c a n a M e d i a G r o u p , J a k a r t a , 2 0 0 7 

^ Bunga Rampai Kebijakan Hukum Pidana, R a j a G r a f i n d o 
P e r s a d a , J a k a r t a , 2 0 0 6 

^ Sari Kuliah Perbandingan Hukum Pidana, R a j a G r a f i n d o 
P e r s a d a , J a k a r t a , 2 0 0 6 

^ /Capita Selekta Hukum Pidana, C i t r a A d i t y a B a k t i , 
B a n d u n g , 2 0 0 3 

D e p a r t e m e n P e n d i d i k a n d a n K e b u d a y a a n , Kamus Bahasa Indonesia, B a l a i 
P u s t a k a , J a k a r t a , 1 9 9 7 

F r e d d y H a r i s , Cybercrime dari Perspektif Akademis, L e m b a g a K a j i a n H u k u m d a n 
T e k n o l o g i F H U I , J a k a r t a 

H e n r y C a m b e l l B l a c k , Black's Law Dictionary, S e v e n t h E d i t i o n , S t P a u l i r a i n 
W e s t P u b l i c i n g . C o , 1 9 9 9 ^ 

M u l a d i , D e m o k r a s i , Hak zasi Manusia dan Reformasi Hukum di Indonesia, T h e 
H a b i b i s C e n t e r , J a k a r t a , 2 0 0 2 

M u l j a t n o , Azas-azas Hukum Pidana, R i n e k a C i p t a , J a k a r t a , 2 0 0 0 

N y o m a n S a r i k a t P u t r a J a y a , Beberapa Pemikiran Kearah Pengembangan Hukum 
Pidana, C i t r a A d i t y a B a k t i , B a n d u n g 2 0 0 8 



S a t j i p t o R a h i i r d j o , llukum dan Masyarakat, A n g k a s a , B a n d u n g , 1 9 8 0 

S u d a r t o , Hukum dan Hukum Pidana, A l u m n i . B a n d u n g , 1 9 7 7 

S u t a r m a n , Cybercrime: Modus perandi dan Penanggulangannya, L a k s b a n g 
P r e s s i n d o , Y o g y a k a r t a , 2 0 0 7 

S o e r j o n o S o e k a n t o , Faktor-faktor Yang Mempengaruhi Penegakan Hukum, R a j a 
G r a f i n d o P e r s a d a , J a k a r t a , 2 0 0 5 

U t a n t o , d k k , Cybercrime-motif dan Penindakan, P e n s i i 3 2 4 , J a k a r t a 

W i s n u s u b r o t o , Kebijakan Hukum Pidana Dalam Penanggulangan 
Penyaiahgunaan Komputer, U n i v e r s i t a s A t m a j a y a , Y o g y a k a r t a , 1 9 9 9 

Y u d h a B h a k t i A r d h i w i s a s t r a , Imunitas Kedaulatan Negara di Forum Pengadilan 
Asing, A l u m n i , B a n d u n g , 1 9 9 9 

Makalah dan Artkel: 

A h m a d M R a m l i , Perkembangan Cyhcrlaw Gobal da Implikasinya Bagi Bangsa 
Indonesia, Makalah Seminar The Impormantance of Information System 
Scurity in E-Governmeni, T i m K o o r d i n a s i T e l e m a t i k a I n d o n e s i a , J a k a r t a , 
2 8 J u l i 2 0 0 4 

B a r d a N a w a w i A r i e f , Antisipasi Penanggulangan "cybersrime" Dengan Hukum 
Pidana, M a k a l a h S e m i n a r N a s i o n a l M e n g e n a i " c y b e r s r i m e " , d i S T H B 
B a n d u n g , H o t e l G r a n d q u i l a , 9 A p r i l 2 0 0 1 

R o m l i A t m a s a s m i t a , Ruang Lingkup Berlakunya Hukum Pidana Terhadap 
Kejahatan Transnasional Terorganisasi, A r t i k e l d a l a m P a d j a d j a r a n J i l i d 
X X I V N o 2 T a h u n 1 9 9 6 

T i e n s S a e f u l i a h , Jurisdiksi Sebagai Upaya Penegakan Hukum Dalam Kegiatan 
Cybercrime, A r t i k e l d a l a m C y b e r l a w . S u a t u P e n g a n t a r , P u s a t S t u d i 
C y b e r l a w F H U N P A D , E L I P s , 2 0 0 2 

\ 



UNIVERSITAS MUHAMMADIVAH PALEMBANG 
F A K U L T A S HUKUM 

K A R T U A K T I V I T A S B I M B I N G A N S K R I P S I 

N a m a M a h a s i s w a : R a h m a t H i d a y a t 

N O M O R P O K O K : 5 0 2 0 1 1 3 7 6 

J U R U S A N : I l m u H u k u m 

P R O G . K E K H U S U S A N : H u k u m P i d a n a 

P e m b i m b i n g : 
R e n y O k p r i a n t i , S H . , M . H u m 

JUDUL SKRIPSI : KEBIJAKAN FORMULASI HUKUM PIDANA TERHADAP 

TINDAK PIDANA T E K N O L O G I INFORMASI 

K O N S U L T A S I 
K E - M A T E R I YANG DIBIMBINGKAN PARAF 

PEMBIMBING K E T . 

If 

/ ? -

Z M Z M 

F , kt z c 
ZS lii yM 



KONSULTASI 
K E - M A T E R I YANG DIBIMBINGKAN 

P A R A F 
PEMBIMBING K E T . 

0( 
0/ ~u 

bl ~ic 

'a-

C A T A T A N : 
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